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OMG!* MISSING THE TEACHABLE
MOMENT AND UNDERMINING
THE FUTURE OF THE
FIRST AMENDMENT-TISNF!**
Mary Sue Backust
INTRODUCTION
In 2006, a distraught 13-year-old Megan Meier committed suicide
after being belittled and dumped on the social networking site
MySpace by someone she thought was a 16-year-old boy named Josh.
The shock of that horrific event generated a great deal of media
coverage of a problem educators and kids have known about for some
time---cyberbullying. Although specific definitions vary,
cyberbullying generally involves using electronic media, such as
email, instant messaging, Web sites, cell phones, chat rooms or text
messages, to bully or harass. Megan's story was atypical because her
tormentor was an adult, but her tragedy helped highlight the
prevalence and serious consequences of electronic peer-to-peer
harassment, both online and through other electronic media such as
cell phones and portable electronic devices. Studies suggest a
significant number of young people have experienced online
harassment, or "cyberbullying" behaviors, and that the emotional and
psychological consequences are real.'
* Oh my God!
**That is so not fair.
Associate Professor of Law, University of Oklahoma College of Law.
Because definitions of cyberbullying vary, it is difficult to measure precisely the extent
of the problem. "[W]hat is known is that using most definitions, online harassment or
cyberbullying happens to a significant minority of youth, is sometimes distressing, and is
frequently correlated with other risky behaviors and disconcerting psychosocial problems . . . ."
THE BERKMAN CTR. FOR INTERNET & Soc'Y AT HARVARD UNIV., ENHANCING CHILD SAFETY
& ONLINE TECHNOLOGIES: FINAL REPORT OF THE INTERNET SAFETY TECHNICAL TASK FORCE
TO THE MULTI-STATE WORKING GROUP ON SOCIAL NETWORKING OF STATE ATTORNEYS
GENERAL OF THE UNITED STATES 17 (2008), http://cyber.law.harvard.edu/sites/cyber.law
.harvard.edu/files/IS'ITF_FinalReport.pdf [hereinafter ENHANCING CHLD SAFETY & ONLINE
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In response to growing awareness of the problem, schools have
reached beyond the schoolhouse gate to discipline students for their
online speech, while a rash of anti-cyberbullying legislation has been
2introduced in state legislatures across the nation, and even in
Congress.3 This oppressive response is exactly wrong. The
anti-cyberbullying legislation is unnecessary and ineffective, and
some variations are likely unconstitutional. Moreover, although
schools have the tools, and perceive that they have the power, to
discipline, and thus constrain, inappropriate student speech that
occurs off campus, an authoritarian disciplinary approach is
counterproductive, threatens students' free speech rights, and
potentially compromises the vigor of the First Amendment in the
future. In short, schools are missing the teachable moment. Schools
have a golden opportunity in the context of student online
communication to both inculcate an understanding and appreciation
for First Amendment free speech rights that are fundamental to our
democratic system, and teach responsible, appropriate use of
technology and communication.
Part I briefly outlines the problems of unrestrained student speech,
and acknowledges that the dangers of cyberbullying and other
inappropriate online behaviors are real and deserving of concerted
attention. In the face of this documented problem, Part II surveys the
trend in student speech cases and concludes that, even with confusing
and contradictory legal rulings, public schools are exercising what
they perceive to be wide latitude to punish off-campus student speech.
In addition, Part II surveys the state legislative response and the move
to push schools to expand their authority over student speech, along
with attempts to criminalize a wide variety of cyberbullying
behaviors. Part IR suggests that, despite the fact that each may have
TECHNOLOGIES].
Definitional problems aside, a number of recent studies suggest that cyberbullying among
adolescents is widespread. A 2006 study conducted by The Pew Internet and American Life
Project found that about a third of teenage Internet users have been targets of a range of
cyberbullying behaviors. See AMANDA LENHART, PEW INTERNET & AM. LIFE PROJECT, DATA
MEMO: CYBERBULLYING AND ONLINE TEENS 1 (2007), http://www.pewintemet.org/-/medial
Files/Reports/2007/PIP%20Cyberbullying%20Memo.pdf.pdf [hereinafter DATA MEMO]; see
also OPINION RESEARCH CORP., CYBER BULLY TEEN tbl.3 (2006), http://fightcrime.org/
cyberbullying/cyberbullyingteen.pdf (finding that thirty-one percent of twelve- to fourteen-year-
olds and forty percent of fifteen- to seventeen-year-olds had experienced cyberbullying in the
last year).
2 The National Conference of State Legislatures lists nineteen states as having enacted
some version of cyberbullying legislation since 2006. National Conference of State Legislatures,
Cyberbullying: State Legislation, http://ncsl.org/default.aspx?tabid=12903 (last visited Dec. 22,
2009).
3 See, e.g., Megan Meier Cyberbullying Prevention Act, H.R. 1966, 11Ith Cong. (2009).
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the authority to do so, both the state legislatures and the schools are
misguided in their respective approaches. Part m then explores why
further criminalization and heavy-handed discipline will be ultimately
ineffective in addressing cyberbullying. As an alternative, Part IV
proposes that schools embrace their role as socializing agents and the
keepers of our democracy. Instead of merely doling out punishment,
schools should focus on teaching young people the value of the rights
and responsibilities embodied in our First Amendment right to free
speech by educating students about the responsible, appropriate use of
technology and electronic communication. Embracing the teachable
moment in this way will not only address the kinds of cyberbullying
that lie outside our current legal protections for threatening and
harassing speech, but will also prepare students for the obligations of
citizenship. Schools should work to ensure that the next generation of
citizens fully appreciates the right to free speech. That understanding
will both ensure the protection of a core foundation of our democracy,
and prepare our students to engage in the type of civil discourse that
is critical to our democratic system.
I. DANGERS OF UNRESTRAINED STUDENT SPEECH
Kids are mean to each other. Whether viewed as an acceptable rite
of passage or as a social ill worthy of substantial intervention on the
part of parents, educators, and legislators, bullying has been a part of
growing up for generations. It should come as no surprise, then, that
today's technologically savvy youth engage in bullying behaviors
through the same technology they use to interact with each other and
the world.
Sadly, research has documented that bullying is a common and
often damaging form of violence among children.4 While the
prevalence of bullying has only recently become a focus of statistical
study, and results vary based on methodology and definition, the
conclusion that children experience bullying from their peers in
significant numbers is inescapable. One study of junior high and high
school students in small midwestern towns, for example, found that
an astounding 76.85 percent of students reported having been victims
4 Definitions of traditional bullying vary, but bullying is generally understood to include
a range of repeated negative behaviors committed by one or more children against another.
These acts can include both direct physical and verbal aggression, such as kicking, hitting,
teasing, or taunting, and indirect actions, such as purposeful exclusion, spreading rumors or
manipulating friendships. Susan P. Limber & Maury M. Nation, Bullying Among Children and
Youth, JUV. JUST. BULL. (U.S. Dep't of Justice, Office of Juvenile Justice and Delinquency
Prevention, Washington, D.C.), Apr. 1998, at 4, available at http://www.ncjrs.gov/pdffiles/
167888.pdf.
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of bullying at some point in their school experience.5 It is possible,
however, that the retrospective nature of the study's inquiry may
account for the large result. Other studies have reported results with
much smaller, but still significant, victim rates-from fifteen to
twenty percent6 to eight percent.7 A study published in the prestigious
Journal of the American Medical Association and involving a large
(nearly 16,000) representative sample of students in grades six
through ten reported that nearly 30 percent of youths experienced
"moderate or frequent involvement in bullying . " Moreover, after
reviewing multiple studies with varying results, two other authors
concluded that "[o]verall, conservative estimates maintain that at
least 5 percent of those in primary and secondary schools (ages 7-16)
are victimized by bullies each day-but the percentage may well be
much higher."9 As an undeniable sign that bullying is a deep and
abiding problem, this year, for the first time, the American Academy
of Pediatrics will include a section on bullying in its official policy
statement on the pediatrician's role in preventing youth violence and
will advocate a prevention model.o
Just as researchers have now documented the prevalence of
traditional bullying, so too have they established the serious
detrimental effects of bullying, both to victims and perpetrators. The
research suggests that bullying behaviors tend to peak in younger
children, most notably in middle school, and then generally decline
with age," but the ramifications often last much longer. Victims of
5 John H. Hoover, Ronald Oliver & Richard J. Hazier, Bullying: Perceptions of
Adolescent Victims in the Midwestern USA, 13 SCH. PSYCHOL. INT'L 5, 8 (1992).
6 George M. Batsche & Howard M. Knoff, Bullies and Their Victims: Understanding a
Pervasive Problem in the Schools, 23 SCH. PSYCHOL. REv. 165, 165 (1994).
7 JLL F. DEVOE ET AL., U.S. DEP'T OF EDUC. & U.S. DEP'T OF JUSTICE, INDICATORS OF
SCHOOL CRIME AND SAFETY: 2002, at v (2002), available at http://www.ojp.usdoj.gov/
bjs/pub/pdf/iscs02.pdf (stating that between 1999 and 2001, students who reported themselves
as victims of bullying within the preceding six months rose from five to eight percent).
8 Tonya R. Nansel et al., Bullying Behaviors Among US Youth: Prevalence and
Association With Psychosocial Adjustment, 285 JAMA 2094,2094 (2001). Sociologist Joel Best,
however, argues that the thirty percent figure is highly inflated as a result of methodological
choices made by the researchers, and that the true percentage of students who experience
frequent bullying in school is closer to eight percent. Joel Best, Monster Hype: How a Few
Isolated Tragedies-and Their Supposed Causes-Were Turned Into a National "Epidemic,"
EDUC. NEXT, Summer 2002, at 51, 54-55, available at http://education
next.org/files/ednext20022_5 1.pdf.
9 SAMEER HINDUJA & JUSTIN W. PATCHIN, BULLYING BEYOND THE SCHOOLYARD:
PREVENTING AND RESPONDING TO CYBERBULLYING 13 (2009).
10 See Perri Klass, At Lost, Facing Down Bullies (and Their Enablers), N.Y. TIMES, June
9, 2009, at D5.
H See Batsche & Knoff, supra note 6; see also DEVOE ET AL., supra note 7, at 15 &
tbl.6.1 (finding that students in lower grades were more likely to be bullied than students in
higher grades with, for example, fourteen percent of 6th graders reporting being bullied as
compared with two percent of 12th graders). But even college age students are not immune from
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bullying often feel lonely, humiliated, insecure, and fearful of going
to school; they experience poor relationships, have difficulty making
friends, and struggle with emotional and social adjustments.12 In
addition to experiencing physical and psychological problems
contemporaneous to the bullying, such as anxiety, depression,
truancy, and a drop in grades, victims are also at an increased risk for
a host of long-term effects, including depression, low self-esteem, and
mental health problems as adults.13 Repeated and severe bullying can
cause lifelong psychological trauma, and adults can struggle with the
repercussions of childhood bullying in the same way that survivors of
child abuse do.14
It is not just victims of bullies that suffer negative consequences,
however. For instance, both bullies and their victims are more likely
to drop out of school.15  Bullies tend to have difficulty with
relationships in general, and with parents and friends in particular.16
They often fail to develop coping skills, do not learn how to manage
emotions or communicate effectively, and thus have difficulty
succeeding in the adult world.17 And, alarmingly, bullies are more
likely to be involved in criminal behavior as adults,' 8 be abusive
bullying. Surveys have found that between 6 and 9.7% of college students have been bullied in
college. See Darby Dickerson, What is Cyberbullying?, NASPA LEADERSHIP EXCHANGE,
Spring 2009, at 28, 28, available at http://ssrn.comlabstract=1375150.
12 See NELS ERICSON, U.S. DEP'T OF JUSTICE, OJJDP FACT SHEET, ADDRESSING THE
PROBLEM OF JUVENILE BULLYING (2001), http://www.ncjrs.gov/pdffilesl/ojjdp/fs200l27.pdf
(observing that victims of chronic bullying experience personal and social difficulties that may
follow them into adulthood).
13 See Hoover et al., supra note 5, at 5-6 (suggesting that victims of chronic bullying may
be at risk for lower grades, as well as future social and psychosexual problems); Limber &
Nation, supra note 4, at 5 (detailing the consequences of bullying); see also Tara L. Kuther,
Understanding Bullying, http://www.pta.org/ll60.htm (last visited Sept. 29, 2009) ("Victims of
bullying suffer psychological and sometimes physical scars that last a lifetime. Victims report
greater fear and anxiety, feel less accepted, suffer from more health problems, and score lower
on measures of academic achievement and self-esteem than students who are not bullied.").
14 Janet Kornblum, Bullying Devastates Lives: Victims Suffer Until They Find Way to
Heal, USA TODAY, Nov. 19, 2008, at 7D.
15 Sandra Harris & Garth Petrie, A Study of Bullying in Middle School, NASSP BULL.,
Dec. 2002, at 42, 45.
16 See Society for Research in Child Development, Children Who Bully Also Have
Problems with Other Relationships, SCIENCEDAILY, Mar. 26, 2008, http://www.science
daily.com/releases/2008/03/080325083300.htm (summarizing study findings provided by the
Society for Research in Child Development, which describe bullying as a "relationship
problem" that may be prevented by teaching children positive relationship behaviors).
17 Kuther, supra note 13.
I8 Limber & Nation, supra note 4, at 5 (citing Dan Olweus, Victimization by Peers:
Antecedents and Long-Term Outcomes, in SOCIAL WITHDRAWAL, INHIBITIONS, AND SHYNESS
IN CHILDHOOD 315 (Kenneth H. Rubin & Jens B. Asendorpf eds., 1993)).
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towards their spouses, and perpetuate the cycle of bullying into the
next generation by having more aggressive children.1 9
Take the dynamic of traditional bullying and superimpose a
generation of kids who are fully wired-frequent and savvy users of
the Internet, email, instant messaging, and social networking sites
through a variety of media devices, from desktop and laptop
computers to cell phones and personal digital deviceS20-and you
have the perfect storm for cyberbullying. The brief taunt on the
playground or the bus heard only by a few becomes a nasty,
profanity-laced comment on a Web page, often anonymous, complete
with an embarrassing photo, and viewed by a potentially unlimited
number of people, both known and unknown. In short, "[b]ullying has
entered the digital age."2 1
Young people utilize technology in significantly large numbers.
An overwhelming number of teens are adept Internet users, most of
whom access the Internet daily for a variety of tasks, including
playing games online, shopping, and seeking news and health
information.22 "For most teenagers, technology plays a crucial role in
their everyday lives, and the internet is the backbone of their overall
media milieu."2 3 Students, aged twelve to seventeen, not only
significantly exceed the rate of adult Internet use (by twenty-one
percent),24 but more and more young people are using instant
messaging, both online and off, for a wide array of communication
tasks. These include making plans with friends, conferring about
homework, joking around, checking in with parents, and posting
messages about what they are doing while away from their
25
computers. Furthermore, an overwhelming majority of teens,
eighty-four percent, also own devices that provide access to the
Internet and each other, including desktop and laptop computers, cell
phones, and other personal digital devices, with nearly half of those
26
reporting that they own two or more of these devices. Theirs is truly
19 Kuther, supra note 13.
20 For a comprehensive description of teenagers' growing and pervasive use of technology
and the Internet see generally AMANDA LENHART, MARY MADDEN & PAUL HrTLIN, PEW
INTERNET & AM. LIFE PROJECT, TEENS AND TECHNOLOGY: YOUTH ARE LEADING THE
TRANSITION TO A FULLY WIRED AND MOBILE NATION (2005), http://www.pewintemet.org/-/
media//Files/Reports/2005/PIPj TeensTech_July2005web.pdf.pd.
21 DATA MEMO, supra note 1, at 5.
22 See LENHART ET AL., supra note 20, at i.
23 Id. at 9.
24 Id. at 1 (noting that, at the time of the report in 2005, eighty-seven percent of young
people aged twelve to seventeen used the Internet, while only sixty-six percent of adults did so).
2 Id. at iii-iv.
26 Id. at 9.
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a digital generation. It is less clear, however, what percentage of these
wired students engage in or experience cyberbullying.
Like traditional bullying, definitions of cyberbullying vary. Two
prominent researchers define cyberbullying as the "willful and
repeated harm inflicted through the use of computers, cell phones,
and other electronic devices." 27 Hinduja and Patchin insist that, to
qualify as true bullying, the behavior must be a pattern of deliberate
harm of which the target is aware, rather than an accidental or isolated
incident.2 8 In contrast, the Centers for Disease Control and Prevention
(CDC) definition of cyberbullying, which the agency terms
"electronic aggression," is both broader and more specific:
Electronic aggression is any kind of aggression perpetrated
through technology-any type of harassment or bullying
(teasing, telling lies, making fun of someone, making rude or
mean comments, spreading rumors, or making threatening or
aggressive comments) that occurs through e-mail, a chat
room, instant messaging, a website (including blogs), text
messaging, or videos or pictures posted on websites or sent
29through cell phones.
While no universal definition exists, most formulations include an
element of intentional or deliberate conduct.3 0 The variation in
definitions of cyberbullying likely accounts for the wide variance in
the number of young people who report experiencing it.3 1 As a recent
comprehensive report on Internet safety for children commissioned
by state Attorneys General and directed by Harvard's Berkman
Center for Internet & Society acknowledged:
It is difficult to measure online harassment and cyberbullying,
because these concepts have no clear and consistent
27 HINDUJA & PATCHIN, supra note 9, at 5.
28 Id.
29 CORINNE DAVID-FERDON & MARCI FELDMAN HERTZ, CTRS. FOR DISEASE CONTROL,
ELECTRONIC MEDIA AND YOUTH VIOLENCE: A CDC ISSUE BRIEF FOR RESEARCHERS 3 (2009),
http://www.cdc.gov/iolencePrevention/pdf/ElectronicAggression-ResearcherBrief-a.pdf.
30 See, e.g., Janis Wolak et al., Does Online Harassment Constitute Bullying? An
Exploration of Online Harassment by Known Peers and Online-Only Contacts, 41 J.
ADOLESCENT HEALTH 551, S51-52 (2007) (providing examples of definitions of "online
harassment" used in research, including one that defined cyberbullying as the "use of the
Internet, cell phones, or other technology to send or post text or images intended to hurt or
embarrass another person").
31 In addition to measuring different behaviors based on varying definitions, the few
available studies have also examined different time periods and different ages. As a result, the
CDC reported that anywhere from nine to thirty-five percent of young people are victims of
electronic aggression. DAVID-FERDON & HERTZ, supra note 29, at 5.
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definition. Some definitions include acts that embarrass or
humiliate youth while others include only those that are
deemed threatening. As a result, the frequency with which
32youth report being victimized varies wildly between studies.
The wild variation in studies, however, cannot obscure the fact that a
significant number of young people both experience and are harmed
by bullying behavior online and through digital devices.
Although researchers concede that little research has been done on
the phenomenon of cyberbullying, both as to its prevalence and its
potential harm,33 early studies suggest that the problem is real. One
recent study conducted by the Pew Internet & American Life Project
found that approximately one third of teenage Internet users report
that they have experienced a range of online behaviors that might be
considered cyberbullying, including receiving threatening messages,
having private messages forwarded to others without consent, having
an embarrassing picture posted without permission, and being the
subject of rumors spread online.34 Another study, published by the
National Center for Missing and Exploited Children, documented a
fifty percent increase in online harassment of children ages ten to
seventeen over a span of five years, from 2000 to 2005.35 Although
the jump seems startling and is certainly noteworthy, it may overstate
the prevalence of cyberbullying since a majority of teens report that
bullying and harassment happen more offline than online. 36 Still, the
Harvard-directed study, which examined online threats to children at
the behest of state Attorneys General, concluded that the most
frequent threat minors face, both online and offline, is not sexual
predators or harmful content, but rather bullying and harassment,
most often by peers.37
32 ENHANCING CHILD SAFETY AND ONLINE TECHNOLOGIES., supra note 1, at 17.
3 See Laurence Jerome & Al Segal, Letter to the Editor, Bullying by Internet, 42 J. AM.
ACAD. CHILD & ADOLESCENT PSYCHIATRY 751, 751 (2003) (noting the lack of academic
research on Internet bullying despite its anticipated proliferation); see also Justin W. Patchin &
Sameer Hinduja, Bullies Move Beyond the Schoolyard: A Preliminary Look at Cyberbullying, 4
YOUTH VIOLENCE & JUV. JUST. 148, 152 (2006) (commenting on the general lack of research on
cyberbullying).
3 DATA MEMO, supra note 1, at 1.
3 JANIS WOLAK, KIMBERLY MITCHELL & DAVID FINKELHOR, NAT'L CTR. FOR MISSING
& EXPLOITED CHILDREN, ONLINE VICTIMIZATION OF YOUTH: FIVE YEARS LATER 9 (2006),
http://www.unh.edu/ccrc/pdf/CV138.pdf ("In [Youth Internet Safety Survey]-2, 9% of youth
Internet users told interviewers about distressing exposures to sexual material, compared to 6%
in [Youth Internet Safety Survey]-1. This may not seem like a big number, but it constitutes a
50% increase.").
3 See DATA MEMO, supra note 1, at 4 ("Two-thirds of all teens (67%) said that bullying
and harassment happens more offline than online.").
3 ENHANCING CHILD SAFETY AND ONLINE TECHNOLOGIES, supra note 1, at 4.
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While calls for more empirical research persist,38 the anecdotal
evidence of cyberbullying highlighted in the media is nothing short of
alarming. 39 For instance, communities have been shocked by media
coverage of the cruelty and ugliness of middle-school students who
post profanity-laced messages about their peers on secret "slam"
sites.4 The racist, homophobic messages eviscerating fellow middle
school students on one slam site also included posts threatening to kill
other students, wanting one young girl to be raped and shot, and a
claim that one young boy had been raped by his mother.4 1 Less
shocking, but indicative of the insidious kind of personal attacks
routinely posted on these student created Web sites, several
Massachusetts girls posted lists of students who were hated or
anorexic, criticizing one girl for her "frizzy hair and irregular
boobs."42 Megan Meier's highly publicized suicide, triggered by fake
devastating messages online, garnered national attention, but there
have been enough other teen suicides related to online harassment
that some have termed it "bullycide."43
The growing awareness of the magnitude of the cyberbullying
problem is coupled with a mounting concern that cyberbullying may
be more harmful than traditional bullying." Even though the effects
of cyberbullying have not yet been widely studied, the similarities in
content and intent suggest that cyberbullying likely has the same
38 See generally DAVID-FERDON & HERTZ, supra note 29, at 10-14 (outlining the gaps in
the research and making recommendations for the next generation of research issues that
warrant further investigation).
3 See WOLAK Er AL., supra note 35, at 10 ("Stories about people using the Internet to
threaten, embarrass, harass, and humiliate youth have been widely reported in the media.").
40 See, e.g., Margie Bould, Slam Site An Eye-Opening Look at Cruelty of
Middle-Schoolers, SUNDAY OREGONIAN, Dec. 8, 2002, at LI. Similar sites abound. See, e.g.,
Patt Morrison, Behind the Tragedy, the Despair of an Outcast, L.A. TIMES, Mar. 7, 2001, at BI
(describing www.SchoolRumors.com, which "offered virtual scrawlings on a bathroom wall,
and in two weeks it let 67,000 students into that bathroom for a peek. The stuff was scurrilous
and vicious, cyberspace blood sport. One girl was reportedly ready to kill herself because of
what the Web site said about her.").
4' Bould, supra note 40, at Ll.
42 Sandy Coleman, Battling the Web's Dark Side: Schools Balance Student Rights, Rules
in Incidents on Net, BOSTON GLOBE, Mar. 27, 2000, at B 1.
43 Janet Komblum, Cyberbullying Grows Bigger and Meaner, USA TODAY, July 15,
2008, at ID. Hinduja and Patchin term the phenomenon "cyberbullicide" and document four
cases in the United States where young people who were harassed online committed suicide. See
HINDUJA & PATCHIN, supra note 9, at 66-70. Hinduja and Patchin also assert that their research
shows a link between suicidal thoughts and online victimization in middle school students, and
conclude that "youth who are bullied in cyberspace are at an increased risk for suicide and
should be treated as such." Id. at 69-70.
44 See Renee L. Servance, Comment, Cyberbullying, Cyber-Harassment, and the Conflict
Between Schools and the First Amendment, 2003 Wis. L. REV. 1213, 1219 (noting that
"cyberbullying results in greater impact because Internet content is widely distributed and more
public than traditional bullying").
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negative effects as traditional bullying.45 Although it appears that
adolescent cruelty may have simply relocated from the traditional
playground venue onto the Internet,46 the effects may be magnified
both by the ease and speed of digital communication and by the
phenomenal reach of those communications.47 As one victim of an
insulting fake MySpace page put it:
When they put it on the Internet, it's like they took everything
and multiplied it by an astronomical number . . . . It's one
thing if it's a mean thing that somebody put in my school
paper because that's contained within a small area. Only a
certain number of people will see that. But when you put it on
the Internet, you are opening it up to everyone in the world.4 8
One expert contends that the following characteristics of
cyberbullying may intensify the harm beyond that of traditional
bullying:
Online communications can be extremely vicious. There is no
escape for those who are being cyberbullied-victimization is
ongoing, 24/7. Cyberbullying material can be distributed
worldwide and is often irretrievable. Cyberbullies can be
anonymous and can solicit the involvement of unknown
"friends." Teens may be reluctant to tell adults what is
happening online or through their cell phones because they
are emotionally traumatized, think it is their fault, fear greater
45 See Julie Blair, New Breed of Bullies Torment Their Peers on the Internet, EDUC.
WEEK, Feb. 5, 2003, at 6.
46 One school consultant and author on bullying maintains that "[i]t's not that bullying is
any worse today . .. The impulse for cruelty is the same impulse. The only difference is that the
tools to achieve that have become more sophisticated." Kornblum, supra note 43 (quoting Jodee
Blanco) (internal quotation marks omitted).
47 See DATA MEMO, supra note 1, at 5. A recent public relations nightmare for Domino's
Pizza is a good illustration of the phenomenal reach, and speed, of the Internet. See Stephanie
Clifford, Video Prank at Domino's Taints Brand, N.Y. TIMES, Apr. 16, 2009, at B 1. As a prank,
two Domino's employees filmed a gross video in which they pretended to violate an assortment
of health code provisions in preparing sandwiches they claimed would be delivered to
unsuspecting customers. The employees posted the homemade video on YouTube.com, which
was viewed by over a million people in a matter of days. As a result, the employees were fired,
arrested, and charged with delivering prohibited foods, a felony. In addition, the local health
department advised the franchise owner to discard hundreds of dollars of open containers of
food, and Domino's experienced a significant drop in consumer perception of the quality of its
products. A Domino's spokesperson candidly admitted that the company's initial decision not to
respond aggressively to the prank video in hopes that the controversy would quiet down on its
own was a mistake and missed the "perpetual mushroom effect." Id.
48 Komblum, supra note 43. The power of social networking sites like MySpace and
Facebook are particularly potent in spreading messages or photos through networks of linked
"friends" and connections. Id.
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retribution, or fear online activities or cell phone use will be
restricted.49
In short, the unique, and generally appealing, characteristics of
Internet and digital communication-speed, potential anonymity,
wide distribution-compound the impact of cyberbullying and thus
may intensify the harms.
The harms inflicted by cyberbullies are not the only danger young
people face from relatively unrestricted student speech. In addition to
being mean to each other, kids often lack good judgment. They
routinely make choices and decisions that either affirmatively ignore
long-term consequences or reflect a blissful ignorance of those
consequences.50 Although most young people are rabid Internet users,
"they don't always have the experience and judgment to make good
decisions. And most parents are clueless. They don't understand the
technology because they weren't raised with it." 51
A current example of this short-sighted behavior in the digital
world is "sexting"-sending sexually explicit photo images by cell
phone.52 A recent survey found that one in five teens have "sexted,"
with eleven percent sending the sexually suggestive, nude or nearly
nude photos to strangers. Predictably, the teens surveyed said that
they recognized the dangers of sharing personal information online,
yet they choose to engage in the risky behavior anyway.54 This gap in
judgment, as one expert observed, is because "[t]he part of their
brains that puts the brakes on things is under major construction." 5
Sexting cases have garnered national headlines not only because of
the provocative nature of the pictures being exchanged and circulated,
but also because of controversial actions by some prosecutors in
49 NANCY WILLARD, CTR. FOR SAFE & RESPONSIBLE USE OF THE INTERNET, EDUCATOR'S
GUIDE TO CYBERBULLYING AND CYBERTHREATS 5 (2007), http://www.cyberbully
.org/cyberbully/docs/cbcteducator.pdf.
50 See Laura Berman, Nude Photos of Teens Reflect Inexperience; But They Can't See
Long-Term Repercussions of 'Sexting,' CHI. SUN TIMES, Dec. 16, 2008, at 32 ("[R]esearch has
shown the teenage brain and the young adult brain is not fully developed. A part of the brain
called the dorsal-lateral prefrontal cortex is still developing through these years. The
dorsal-lateral prefrontal cortex is believed to be responsible for judgment and consideration of
risk, so its lack of development in adolescents and young adults might lead them to make risky
or poor decisions.").
s' Using Common Sense to Combat 'Sexting,' DALLAS MORNING NEWS, Apr. 17, 2009, at
7 (quoting Jim Steyer, founder and CEO of Common Sense Media, a nonpartisan and nonprofit
organization that provides "parent centric" reviews of media releases).
52 Donna St. George, Sending of Explicit Photos Can Land Teens in Legal Fix, WASH.
POST, May 7, 2009, at Al.
53 Donna Leinwand, Survey: I in 5 Teens 'Sext' Despite Risks, USA TODAY, June 24,
2009, at 3A.
54 Id.
s5 Id.
2009] 163
CASE WESTERN RESERVE LAW REVIEW
charging those involved with felony child-pornography.56 One Florida
teen ended up on his state's sex offender registry when he was
prosecuted for emailing his girlfriend's explicit photos to others.57 As
a result of his "fit of bad judgment" the 18-year-old was expelled
from community college and can no longer live with his father, whose
home is too close to a school.
With or without the threat of prosecution, the repercussions of
circulating these photos are tremendous, and the potential harm
severe. One young woman in Cincinnati committed suicide when the
nude photo she sent to her indiscrete boyfriend was relentlessly
forwarded to hundreds of phones.59 Once a photo has been sent, the
sender obviously loses control of the content, which may make its
way around not just school, but the entire Web, where it can be
viewed by virtually anyone, including sexual predators, future
employers or college admissions committees, possibly for years to
come.60
Increasingly, employers, college admissions offices, high school
administrators, and even law enforcement, are using the Web to find
information about applicants, pursue violations of school rules and
sometimes press criminal charges. Young people who post
compromising pictures of themselves or make ill-advised comments
on social networking sites are finding that there are long-term
consequences to sharing information on the Internet without
thinking. 6' Students have been denied admission to colleges based on
56 See Shannon P. Duffy, ACLU Sues DA Over Threat to Prosecute 'Sexting' Teens,
LEGAL INTELLIGENCER, Mar. 26, 2009, http://www.law.com/jsp/article.jsp?id=1202429399530;
Dionne Searcey, A Lawyer, Some Teens and a Fight Over 'Sexting,' WALL ST. J., Apr. 21, 2009,
at A17 ("In a handful of cases, authorities have resorted to what one parent [has] called 'the
nuclear weapon of sex charges'-child pornography."); see also Kathleen Kennedy Manzo,
Administrators Confront Student 'Sexting,' EDUC. WEEK, June 17, 2009, at 8 ("Students in
California, Florida, Massachusetts, Pennsylvania, and other states have been arrested and
charged with a range of offenses related to sexting, including child pornography and other sex
crimes.").
Prosecution of juveniles for sex-crimes that arise from sexting is controversial, given that
child pornography laws were designed to protect minors from being victimized or exploited.
Some states are moving to pass legislation designed to protect teens from the harshest
punishments for sexting. Id
57 St. George, supra note 52.
58 Id.
59 Id.
60 Berman, supra note 50. In a recent benign example of the loss of control of a photo
posted to the Internet, a Missouri family's Christmas card photo ended up halfway around the
world as a huge storefront advertisement in the Czech Republic. Neither the family nor the
photographer had authorized the use of the family portrait, or even knew how the grocery store
using the photo had acquired it. See Picture-Posters Beware!, CHI. TRm., June 17, 2009, at C12.
61 See Janet Kornblum & Mary Beth Marklein, What You Say Online Could Hurt You:
Schools, Employers Scrutinize Social Websites Such as MySpace and Facebook, USA TODAY,
Mar. 9, 2006, at 1A.
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disparaging comments made about the institution, kicked off athletic
teams for criticizing coaches, suspended or kicked out of schools for
violations of school codes against drinking or other activity, and
criminally prosecuted for illegal conduct depicted in photos-all
based on material posted online.6 2
It seems apparent that the dangers of unrestrained student speech
are real and have the potential to cause serious damage to individuals
and, as a repercussion, the educational environment. Efforts to restrict
this type of damaging speech are, therefore, understandable, although
ultimately misguided. We next consider schools' legal authority to
control student Internet speech that originates off campus, along with
the legislative response to the perceived threat of cyberbullying.
II. THE SCHOOL'S AUTHORITY TO LIMIT STUDENT SPEECH
Despite the Supreme Court's recent pronouncement on student
speech in Morse v. Frederick,6 3 or to use the much more interesting
nomenclature, BongHits4Jesus, and a trilogy of venerated student
speech cases,6" there is still much uncertainty and confusion
surrounding the contours of protected student speech.65 Even the
Supreme Court has acknowledged that the boundaries of school
authority to regulate student speech may not be as discernable as one
might like when it recently noted in Morse that "[t]here is some
uncertainty at the outer boundaries as to when courts should apply
school-speech precedents." 66 A skeptical Justice Thomas puts it more
bluntly: "I am afraid that our jurisprudence now says that students
have a right to speak in schools except when they don't. .. "67
The relative uncertainty regarding student speech rights on campus
is small, however, compared to the absolute muddle that schools and
courts face in dealing with student speech that originates off campus.
62 Id.
63 127 S. Ct. 2618 (2007).
64 Hazelwood Sch. Dist. v. Kuhlmeier, 484 U.S. 260 (1988); Bethel Sch. Dist. No. 403 v.
Fraser, 478 U.S. 675 (1986); Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503
(1969).
65 See Abby Marie Mollen, In Defense of the "Hazardous Freedom" of Controversial
Student Speech, 102 Nw. U. L. REv. 1501, 1510 (2008) (describing how "lower courts have
disagreed on how to interpret and reconcile the Court's initial trilogy of student free speech
cases"); see also Brannon P. Denning & Molly C. Taylor, Morse v. Frederick and the
Regulation of Student Cyberspeech, 35 HASTINGS CONsT. L.Q. 835, 838 (2008) ("[D]espite this
small number of [student speech] cases, lower courts have had difficulty synthesizing and
applying them to the myriad fact situations they have encountered.").
6 Morse, 127 S. Ct. at 2624; see also Layshock ex rel. Layshock v. Hermitage Sch. Dist.,
496 F. Supp. 2d 587, 595 n.5 (W.D. Pa. 2007) (pointing to the 5-4 split of the U.S. Supreme
Court in Morse as an illustration of the complexity of the issue).
67 Morse, 127 S. Ct. at 2634 (Thomas, J., concurring).
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The Supreme Court has never directly addressed the contours of a
student's free speech rights outside the confines of the schoolyard6 8 -
which is where the bulk of cyberbullying takes place. While it is
abundantly clear that a student's constitutional rights in schools are
not coextensive with the rights of adultS6 9 due to the special nature of
the school environment, the question of how vigorous the First
Amendment protects a young person's speech outside the confines of
school has been largely left unanswered. Schools and courts,
therefore, have been struggling to apply the teachings of the school
speech cases, not just to a wholly different physical environment
outside the schoolyard, but to the virtual world of the Internet and
digital communication as well. 70 Not surprisingly, the results are
inconsistent and have left more questions than answers.
Any actual authority schools have to limit student speech on
campus is delineated by four Supreme Court cases in which the Court
has defined limits to the First Amendment rights of students in
school: the recent BongHits4Jesus case along with the famous trilogy
of Tinker v. Des Moines Independent Community School District,7
Bethel School District No. 403 v. Fraser72 and Hazelwood School
District v. Kuhlmeier.3 Each of the latter three cases dealt with
student speech that occurred wholly within the school. In Tinker,
Mary Beth Tinker, her brother John Tinker, and Christopher Eckhardt
wore black armbands in school to express their opposition to the
Vietnam War.74 In Fraser, Matthew Fraser delivered a ribald student
government nominating speech at a school assembly.75 In Hazelwood,
students wrote and published a student newspaper in school as part of
a journalism class.76 The question whether Joseph Frederick's act of
holding a "BONG HiTS 4 JESUS" banner aloft during a parade on a
68 See Doninger v. Niehoff, 527 F.3d 41, 48 (2d Cir. 2008) ("The Supreme Court has yet
to speak on the scope of a school's authority to regulate expression that. .. does not occur on
school grounds or at a school-sponsored event."), cert. denied, 128 S. Ct. 1741 (2008).
69 See Fraser, 478 U.S. at 682 (asserting that "the constitutional rights of students in
public school are not automatically coextensive with the rights of adults in other settings").
70 U.S. District Judge Mark Kravitz illustrated the dilemma facing courts when he tried to
categorize an Internet student speech case: "If the Court ... must instead choose between the
analysis provided by Tinker or Fraser in assessing the school's actions ... the Court believes (at
least at this preliminary stage) that this case is closer to Fraser than to Tinker, though the Court
admits that this calculus is less than entirely clear and that this case is neither just like Fraser
nor Tinker." Doninger v. Niehoff, 514 F. Supp. 2d 199, 216 (D. Conn. 2007).
71 393 U.S. 503 (1969).
72 478 U.S. 675.
73 484 U.S. 260 (1988).
74 Tinker, 393 U.S. at 504.
7s Fraser, 478 U.S. at 677-78.
76 Hazelwood, 484 U.S. at 262.
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public street7 occurred in or out of school was less clear. However,
the Court rejected Frederick's argument that the school did not have
authority to discipline him because his speech occurred off school
grounds. 8 Chief Justice Roberts began the majority opinion by
describing the event where Frederick's expression occurred as
"school-sanctioned and school-supervised" 79 and quickly rejected the
argument that Frederick's silly sentiment was anything other than
school speech.80 Thus, the Court based its analysis on the usual
triumvirate of student speech cases, and declined the opportunity to
more closely examine the question of off-campus student speech.
Left without any real guidance from the Supreme Court on school
authority to punish student speech that occurs off-campus through
digital media,s' lower courts are all over the map in their efforts to
apply the school speech principles of Tinker, Fraser, Hazelwood, and
Morse in this entirely different context.8 2 Although there have been
some strong decisions upholding this new form of student speech,8 3 a
significant number of lower courts have found creative ways to use
the traditional student speech precedents to empower schools to
punish student speech wholly created off campus.
77 Morse v. Frederick, 127 S. Ct. 2618, 2622 (2007).
78 Id. at 2624.
79 Id. at 2622.
50 Id. at 2624 ("At the outset, we reject Frederick's argument that this is not a school
speech case-as has every other authority to address the question." (citing the findings of
Principal Morse, the school superintendent, the school board, the District Court, and the Ninth
Circuit) (citations omitted)).
91 See Wisniewski v. Bd. of Educ. of Weedsport Cent. Sch. Dist., 494 F.3d 34, 39 n.3 (2d
Cir. 2007) ("Since the Supreme Court in Morse rejected the claim that the student's location,
standing across the street from the school at a school approved event with a banner visible to
most students, was not 'at school,' it had no occasion to consider the circumstances under which
school authorities may discipline students for off-campus activities." (citation omitted)), cert.
denied, 128 S. Ct. 1741 (2008); Mary-Rose Papandrea, Student Speech Rights in the Digital
Age, 60 FLA. L. REV. 1027, 1054 (2008) ("The Court's school cases provide little direct
guidance to the lower courts concerning the authority of school officials to punish student
speech involving the digital media.").
82 Chief Justice Roberts tacitly acknowledged this confusion in Morse by citing Porter v.
Ascension Parish School Board, 393 F.3d 608, 615 n.22 (5th Cir. 2004), which discussed some
of the different approaches courts have taken to resolve the boundaries of off-campus speech.
Morse, 127 S. Ct. at 2624; see also DAVID L. HUDSON JR., FIRST AMENDMENT CTR., STUDENT
ONLNE ExPRESSION: WHAT DO THE INTERNET AND MYSPACE MEAN FOR STUDENTS' FIRST
AMENDMENT RIGHTS? 19 (2006), http://www.firstamendmentcenter.org/PDF/student.internet.
speech.pdf ("[C]ourts disagree on whether to apply Tinker, Fraser or both standards or whether
some off-campus speech is simply beyond the control of school officials altogether. The
different results and reasoning used by the courts in these cases show that the issues surrounding
student online speech are far from settled.").
83 In fact, one commentator maintains that "[m]ost judicial challenges to school
disciplinary actions involving the punishment of off-campus speech have been decided in favor
of protecting the First Amendment rights of students to speak freely while outside of the
schoolhouse gates." Alexander G. Tuneski, Note, Online, Not On Grounds: Protecting Student
Internet Speech, 89 VA. L. REv. 139, 140 (2003).
CASE WESTERN RESERVE LAW REVIEW
A. The Usual Cases Don't Apply
A number of courts simply have declined to find the principles of
the school speech cases applicable to student speech that originates
off campus. After all, Tinker's famous pronouncement that the
unmistakable holding of the Supreme Court for decades has been that
students do not leave their First Amendment rights at the schoolhouse
gate implies that students are in possession of those rights up until
they actually cross the school threshold.84 In addition, Justice
Brennan's concurring opinion in Fraser reaffirmed the importance of
that threshold when he noted that "[i]f respondent had given the same
speech outside of the school environment, he could not have been
penalized simply because government officials considered his
language to be inappropriate. ... "
The Second Circuit unequivocally embraced this position in
Thomas v. Board of Education, Granville Central School District
when it held that student speech outside the school must be analyzed
distinct from Tinker and its progeny.86 The court acknowledged that
educators "must be accorded substantial discretion" to carry out their
responsibilities, but it took the boundary articulated by Tinker to
heart with the blunt conclusion that school "authority does not reach
beyond the schoolhouse gate."8 Rather than Internet speech, Thomas
considered a satirical student newspaper, which the court
characterized as having been "conceived, executed, and distributed
outside the school." 89 The newspaper was off-campus speech even
though copies ultimately made their way onto campus and the content
of the publication was unquestionably directed to the school
community.90 Having found the student expression to be off-campus,
with any on-campus activity de minimus, the Second Circuit refused
to apply the usual student speech cases, but rather insisted that
"because school officials have ventured out of the school yard and
into the general community where the freedom accorded expression is
84 Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 506 (1969) ("It can hardly
be argued that either students or teachers shed their constitutional rights to freedom of speech or
expression at the schoolhouse gate. This has been the unmistakable holding of this Court for
almost 50 years."). Indeed, Tinker makes clear that "[situdents in school as well as out of school
are 'persons' under our Constitution. They are possessed of fundamental rights which the State
must respect ..... Id. at 511.
8 Bethel Sch. Dist. No. 403 v. Fraser, 478 U.S. 675, 688 (1986) (Brennan, J., concurring).
* 607 F.2d 1043, 1050 (2d Cir. 1979) ("The case before us, however, arises in a factual
context distinct from that envisioned in Tinker and its progeny.").
7 Id. at 1044.
8 Id. at 1045.
89 Id. at 1050.
9 Id. at 1045-46.
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at its zenith, their actions must be evaluated by the principles that
bind government officials in the public arena."91
A few cases considering student Internet speech have followed the
Second Circuit's reasoning in Thomas. For instance, in Emmett v.
Kent School District No. 415,92 the Western District of Washington
enjoined enforcement of a suspension imposed upon a high school
senior for a Web page he created at home without using school
resources. 9 3 Along with commentary on school faculty and
administration, the Web page contained mock obituaries of students
and a poll on which students should "die" next and be featured in an
obituary. 94 Convinced that there was no evidence that the content of
the site was "intended to threaten anyone, did actually threaten
anyone, or manifested any violent tendencies whatsoever,"95 the court
found that the "out-of-school nature of the speech" made the
application of the traditional school speech precedents inapposite and
precluded punishment by the school:
Plaintiff's speech was not at a school assembly, as in Fraser,
and was not in a school-sponsored newspaper, as in
Kuhlmeier. It was not produced in connection with any class
or school project. Although the intended audience was
undoubtedly connected to Kentlake High School, the speech
was entirely outside of the school's supervision or control.96
Similarly, the Eastern District of Michigan granted a student,
Joshua Mahaffey, summary judgment on his free speech and free
expression claims when he challenged his suspension for his
contributions to "Satan's web page." 97 The court rejected the school
district's argument that they were allowed to discipline students for
off-campus conduct if the conduct had "an effect on the discipline or
general welfare of the school."9 8 Because "the evidence simply [did]
not establish that any of the complained of conduct occurred on
Kettering [High School] property," 99 the court found that the school's
91 Id. at 1050.
92 92 F. Supp. 2d 1088 (W.D. Wash. 2000).
9 Id. at 1090.
9 Id. at 1089 ("The obituaries were written tongue-in-cheek, inspired, apparently, by a
creative writing class [in the previous academic year] in which students were assigned to write
their own obituary.").
9 Id. at 1090.
96 Id.
97 Mahaffey ex rel. Mahaffey v. Aldrich, 236 F. Supp. 2d 779, 781, 786 (E.D. Mich.
2002).
98 Id. at 784 (quoting Brief of Defendant Peni Aldrich at 12, Mahaffey, 236 F. Supp. 2d
779 (No. 02-CV-70829DT)).
9 Id.
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regulation of Mahaffey's Internet speech, "without any proof of ...
on campus activity in the creation of the website," was a violation of
the First Amendment.'
B. Tinker as the Default
Although the off-campus nature of student Internet speech often
gives courts pause, more commonly courts default to the Tinker
substantial disruption standard.o Courts have had little difficulty
finding that student speech originating off campus can still be
disciplined under Tinker if that speech is brought onto campus either
by the original speaker or by others. 102 Of the four student speech
precedents, Tinker arguably provides the most vigorous protection of
student speech with its insistence that schools may not restrict student
speech based on "a mere desire to avoid the discomfort and
unpleasantness that always accompany an unpopular viewpoint," but
rather can only act where the speech would "materially and
substantially interfere with the requirements of appropriate discipline
in the operation of the school ... ,,1 03 When courts take this rigorous
1oold. at 786. In addition to determining that the school had no authority to discipline
Mahaffey's off-campus speech, the court also discussed the Tinker standard and concluded that
there had been no disruption as a result of Mahaffey's Web page contributions. After stating that
Tinker dealt with "student activities that occurred on school property," id. at 783, the opinion
makes it clear that Tinker's analysis is inappropriate for student speech, such as Mahaffey's,
which does not occur on school grounds:
Even assuming that the conduct in question did occur on Kettering property,
Defendants may only punish Plaintiff for his speech on the website if that speech
'substantially interfere[d] with the work of the school or impinge[d] upon the rights
of other students.' In the case at bar, there is no evidence that the website interfered
with the work of the school or that any other student's rights were impinged.
Id. at 784 (emphasis added) (alterations in original) (citation omitted).
1o' See Killion v. Franklin Reg'l Sch. Dist., 136 F. Supp. 2d 446, 455 (W.D. Pa. 2001)
("The overwhelming weight of authority has analyzed student speech (whether on or off
campus) in accordance with Tinker."); Clay Calvert, Off-Campus Speech, On-Campus
Punishment; Censorship of the Emerging Internet Underground, 7 B.U. J. SCI. & TECH. L. 243,
270 (2001) ("It is the material disruption and substantial disorder component of the Court's
decision that schools seem most likely to use as precedent to justify the punishment of
home-created, Web-based expression, and that courts, in turn, seem most likely to apply in their
legal analyses."); Rita J. Verga, Policing Their Space: The First Amendment Parameters of
School Discipline of Student Cyberspeech, 23 SANTA CLARA COMPUTER & HIGH TECH. L.J.
727, 733 (2007) ("Although the U.S. Supreme Court has not ruled on the issue, lower courts
have reached the consensus that Tinker's substantial disruption standard governs [off-campus
Internet] speech.").
o2 See, e.g., Doninger v. Niehoff, 527 F.3d 41, 48 (2d Cir. 2008) ("We have determined,
however, that a student may be disciplined for expressive conduct, even conduct occurring off
school grounds, when this conduct 'would foreseeably create a risk of substantial disruption
within the school environment,' at least when it was similarly foreseeable that the off-campus
expression might also reach campus." (quoting Wisniewski v. Bd. of Educ. of Weedsport Cent.
Sch. Dist., 494 F.3d 34,40 (2d Cir. 2007))), cert. denied, 128 S. Ct. 1741 (2008).
103 Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 509 (1969) (quoting
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standard seriously, students have often prevailed on First Amendment
claims challenging a school's attempt to punish Internet speech
created off campus.
Missouri student Brandon Beussink's case illustrates how courts
invoke Tinker even while tacitly acknowledging that it is difficult to
characterize the speech as "school speech" at all. Brandon created a
personal homepage that was highly critical of the school
administration, and included crude and vulgar language. 0 He posted
it on the Internet, and it was ultimately viewed several times at
school. The Eastern District of Missouri described at length the
tenuous connection Beussink's speech had to campus:
There is no evidence that Beussink used school facilities or
school resources to create his homepage. The homepage was
created at home on Beussink's own computer. The homepage
was not created during school hours. Beussink created the
homepage using a program which he found on the
Internet. . . . Beussink testified that he did not intend the
homepage to be accessed or viewed at Woodland High
School. He just wanted to voice his opinion.os
Nevertheless, the court treated Beussink's homepage as a student's
personal expression that happened to take place on school property
subject to Tinker, presumably because the page was viewed there. 06
Beussink, however, prevailed on his First Amendment claim, and
the court enjoined the school from punishing him for his homepage,
finding that, while his expression upset the principal, it "did not
materially and substantially interfere with school discipline." 10 7
Although this approach effectively allows a school to reach beyond
the schoolhouse gate and discipline student speech that originates off
campus, the court offered a compelling defense of student free speech
under Tinker:
Speech within the school that substantially interferes with
school discipline may be limited. Individual student speech
Burnside v. Byars, 363 F.2d 744, 749 (5th Cir. 1966)) (internal quotation marks omitted).
1o*Beussink ex rel. Beussink v. Woodland R-IV Sch. Dist., 30 F. Supp. 2d 1175, 1177
(E.D. Mo. 1998).
1os Id.
1o Id. at 1180 n.4 ("Students' personal expressions which happen to take place on school
property are different from school sponsored speech and continue to be governed by the
standard set forth in Tinker. . .
10 d. at 1181.
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which is unpopular but does not substantially interfere with
school discipline is entitled to protection. The public interest
is not only served by allowing Beussink's message to be free
from censure, but also by giving the students at Woodland
High School this opportunity to see the protections of the
United States Constitution and the Bill of Rights at work. os
A Pennsylvania federal district court reached a similar result in
Killion v. Franklin Regional School District,109 where student
Zachariah Paul created a derogatory list about the school's athletic
director, Robert Bozzuto, focused primarily on Bozzuto's appearance
and the size of his penis.o10 Paul created the list at home and emailed
it to friends, but he never printed the list or brought it to school.
Nevertheless, the list made its way onto school grounds in hard copy
and Paul was suspended."' Like Beussink, the Western District of
Pennsylvania noted that the school speech cases were all limited to
on-campus speech and that "school officials' authority over
off-campus expression is much more limited than expression on
school grounds." 12 However, the court declined to resolve the issue
and delineate the parameters of a school's authority to discipline a
student's off-campus digital speech; instead, the judge simply applied
Tinker because he found that, "[t]he overwhelming weight of
authority has analyzed student speech (whether on or off campus) in
accordance with Tinker. Further, because the Bozzuto list was
brought on campus, albeit by an unknown person, Tinker applies."' 1 3
Students do not always prevail when courts apply Tinker to their
Internet speech. Although both Beussink and Killion insisted on a
fairly rigorous showing of a substantial and material disruption, not
all courts do. The Supreme Court of Pennsylvania upheld the
suspension and eventual expulsion of a middle school student, J.S.,
for his creation of a Web site with the subtle title "Teacher Sux." 114
The site, which was created at home and posted on the Internet,
contained noxious comments, cartoons, diagrams, sound, and
animation, primarily about an algebra teacher, Mrs. Fulmer, and the
principal, Mr. Kartsotis, although the profane commentary apparently
08 Id. at 1182.
' 136 F. Supp. 2d 446 (W.D. Pa. 2001).
o IOd. at 448.
" Id. at 448-49
112 Id. at 454. The court also noted that "[e]ach of the Supreme Court decisions in this area
have considered the regulation of speech that occurs on school grounds." Id. at 453.
"3 Id. at 455.
114 J.S. ex rel. H.S. v. Bethlehem Area Sch. Dist., 807 A.2d 847, 850-51 (Pa. 2002).
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targeted other teachers as well. 115 Of greatest concern was the page
captioned "Why Should She Die?," which featured, amidst the
profanity and degrading diagram of Mrs. Fulmer's physical attributes,
a solicitation for contributions of "$20 to help pay for the hitman."ll6
Despite the principal's contention that he took the threats seriously,
after extensive analysis the court concluded that the content of the
Web site did not constitute a true threat, a form of speech unprotected
by the First Amendment in any context, that would have given the
school full authority to discipline J.S.117
Turning to the Tinker standard, however, the court characterized
J.S.'s Internet speech as occurring on campus, finding "a sufficient
nexus between the web site and the school campus" because J.S.
accessed the site at school, showed it to another student, and told
other students of its existence.118 Unlike Beussink, however, where
the court declined to find a substantial and material disruption based
primarily on the reaction of individual administrators and teachers,
the Pennsylvania Supreme Court determined that there was sufficient
disruption here. After viewing the site, Mrs. Fulmer experienced
stress and anxiety to such a degree that she was unable to return to
teaching and the school had to engage substitute teachers to take over
her classes. 119 Despite the fact that substitute teachers are present in
schools every day when the regularly assigned teachers are absent, the
court considered this a disruption of the students' educational
process. 120 In addition, the court credited the principal's perception
that the incident had "a demoralizing impact on the school
community." 121 The court concluded that the Tinker standard was met
because "the web site created disorder and significantly and adversely
impacted the delivery of instruction." 122 Certainly Mrs. Fulmer and
Principal Kartsotis were upset and demoralized. It is hard to find the
substantial and material disruption and disorder that Tinker
contemplates, however, when classes went on without incident, and
the Web site was merely a hot topic of conversation among
students.12 3 If student Internet speech that upsets individual teachers is
15 Id.
"6 Id. at 851.
117 Id. at 859 (noting "the narrowness of the exceptions to the right of free speech, and the
criminal nature of a true threat analysis").
118 Id. at 865. The court also analyzed the case under Fraser. See id. at 862-69.
119 Id. at 852.
120 Id.
121 Id.
122 Id. at 869.
123 At the appellate level, Judge Friedman noted the lack of a disruption in his dissent:
"Although the content of the web site affected Mrs. Fulmer personally, there is no evidence that
the web site 'materially disrupt[ed] classwork or involve[d] substantial disorder' so as to place it
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enough to trigger restriction under Tinker, students will have very
little freedom of speech anywhere.124
C. Confusion over Fraser
While Tinker dominates the reported cases, courts appear less sure
what to do with Bethel School District No. 403 v. Fraser' 25 in the
context of off-campus Internet speech. As the Second Circuit noted,
"[i]t is not clear, however, that Fraser applies to off-campus
speech."l 26 In Fraser, the Supreme Court upheld Matthew Fraser's
suspension for his offensively lewd and indecent speech at a school
assembly, in which he employed an "elaborate, graphic, and explicit
sexual metaphor" to nominate a fellow student for a student
government post.127 Invoking the school's basic educational mission
to inculcate the fundamental values essential to a democratic society
the Court asserted "[s]urely it is a highly appropriate function of
public school education to prohibit the use of vulgar and offensive
terms in public discourse." 2 8 As a result, the Court found no violation
of Fraser's First Amendment rights, stating:
A high school assembly or classroom is no place for a
sexually explicit monologue directed towards an
unsuspecting audience of teenage students. Accordingly, it
was perfectly appropriate for the school to disassociate itself
to make the point to the pupils that vulgar speech and lewd
conduct is wholly inconsistent with the "fundamental values"
of public school education.
outside the protections of the First Amendment." J.S. ex rel. H.S. v. Bethlehem Area Sch. Dist.,
757 A.2d 412, 426 n.l (Pa. Commw. Ct. 2000) (Friedman, J., dissenting) (alterations in original)
(quoting Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 513 (1969)). In another
case of a derogatory Internet profile of school personnel, the Western District of Pennsylvania
found no substantial disruption under Tinker because, similar to the situation in the Bethlehem
middle school, "[t]he actual disruption was rather minimal-no classes were cancelled, no
widespread disorder occurred, there was no violence or student disciplinary action." Layshock
ex rel. Layshock v. Hermitage Sch. Dist., 496 F. Supp. 2d 587, 600 (W.D. Pa. 2007).
124 As Professor Mary-Rose Papandrea points out: "Students these days communicate on
the Internet. That's what they do. When you allow schools to regulate what students say on the
Internet, that poses a great threat to minors' right to communicate." Wendy N. Davis, No More
Pencils, No More Facebooks, A.B.A. J., July 2009, at 18, 20, available at http://www.aba
journal.com/magazine/nomore-pencilsno.morefacebooks/.
125 478 U.S. 675 (1986).
126 Doninger v. Niehoff, 527 F.3d 41, 49 (2d Cir. 2008).
127 Fraser, 478 U.S. at 678.
128 Id. at 683.
129Id. at 685-86.
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Student postings on the Internet are frequently filled with
profanity, as well as vulgar and offensive terms, yet while courts
often mention Fraser, few rely on it given that the location of Fraser's
speech-an in-school assembly-is so far removed from Internet
expression that makes its way onto campus.
A few courts have explicitly rejected Fraser's application to
student Internet speech precisely because of the undeniable difference
between speech at a school assembly and off-campus Internet speech.
For instance, in Layshock ex rel. Layshock v. Hermitage School
District, U.S. District Court Judge Terrence F. McVerry refused to
apply Fraser in considering Justin Layshock's First Amendment
challenge to his punishment for a fake MySpace page devoted to
ridiculing his principal. 13 0 Although not hesitant to concede that the
profile was lewd, profane and sexually inappropriate, Judge McVerry
explained:
Nevertheless, Fraser does not give the school district
authority to punish him for creating it. . . . [B]ecause Fraser
involved speech expressed during an in-school assembly, it
does not expand the authority of schools to punish lewd and
profane off-campus speech. There is no evidence that Justin
engaged in any lewd or profane speech while in school. In
sum, the Fraser test does not justify the Defendants'
disciplinary actions.'3 1
Similarly, the court in Killion found the student Internet speech at
issue to be lewd, abusive, and derogatory, but Justice Brennan's
concurrence in Fraser persuaded it that Fraser should not be
applied.13 2 The court quoted Brennan's statement that "if respondent
had given the same speech outside of the school environment, he
could not have been penalized simply because government officials
considered his language to be inappropriate."l 33
Of course, consistent with the uncertainty surrounding the analysis
of these cases, other courts have viewed Fraser more broadly and
found its holding on vulgar and lewd student speech applicable to
student Internet speech. In J.S. ex rel. Snyder v. Blue Mountain
130496 F. Supp. 2d 587, 599-600 (W.D. Pa. 2007); see also Coy ex rel Coy v. Bd. of
Educ. of N. Canton City Sch., 205 F. Supp. 2d 791, 800 (N.D. Ohio 2002) (applying Tinker
rather than Fraser to a student created Web site because Jon Coy, the student at issue, "was not
speaking or attempting to speak in front of a captive student audience")
"1 Layshock, 496 F. Supp. 2d at 599-600.
132 Killion v. Franklin Reg'1 Sch. Dist., 136 F. Supp. 2d 446, 456 (W.D. Pa. 2001).
133Id. (emphasis omitted) (quoting Fraser, 478 U.S. at 688 (Brennan, J., concurring)).
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School District,134 yet another case where a student was disciplined
for posting a degrading fake profile of a school administrator on the
Internet, the court found there was no doubt that the speech was
vulgar and lewd. 135 After summarizing the four Supreme Court
student speech cases, U.S. District Court Judge James Munley
concluded that Tinker "is not always applicable to freedom of speech
in public school settings. A school can validly restrict speech that is
vulgar and lewd and also it can restrict speech that promotes unlawful
behavior." 36 As a result, even though J.S.'s speech did not cause a
substantial disruption on campus as required by Tinker, the court
found no First Amendment violation.13 7
Still other courts have attempted to straddle the fence and apply
Fraser without totally relying on it. In J.S. ex rel. H.S. v. Bethlehem
Area School Districtl38 the Pennsylvania Supreme Court found no
need to decide whether to apply Tinker or Fraser, because it found
that application of either case upheld the school's action to punish J.S.
for his "Teacher Sux" Web site.!39 Declaring that the analysis under
Fraser was relatively straightforward, even given the fact that J.S.
created his Web site off campus on his home computer on his own
time and posted it on the Internet, the court concluded that "[t]he
punishment for the use of lewd, vulgar and plainly offensive language
... fits easily within Fraser's upholding of discipline for speech that
undermines the basic function of a public school."140
D. Morse-The New Kid on the Block Waves a Banner
The Supreme Court's most recent student speech case, Morse v.
Frederick,141 has obviously been utilized less since it was only
decided two years ago. There is some evidence, however, that despite
what commentators initially characterized as a very narrow opinion
(prohibiting students from promoting illegal drugs in school), some
courts and schools are reading Morse more broadly to encompass far
more student speech.14 2
14No. 3:07cv585, 2008 U.S. Dist. LEXIS 72685 (M.D. Pa. Sept. 11, 2008).
'35Id. at *17.
1
3 6 Id.
137 Id. at*18.
138 807 A.2d 847 (Pa. 2002).
139 Id. at 867.
14o Id. at 868.
141 127 S. Ct. 2618 (2007).
14 2 See generally Clay Calvert, Misuse and Abuse of Morse v. Frederick by Lower Courts:
Stretching the High Court's Ruling Too Far to Censor Student Expression, 32 SEATLE U. L.
REv. 1, 3-6 (2008) (discussing lower court opinions that broadly interpret Morse to censor a
wide range of student speech). Courts and schools are not alone in attempting to read Morse
broadly. Indeed, one educational policy institute newsletter designed to inform school
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The first student speech case considered by the Court in over
twenty years was a disappointment to those who had hoped that the
Court would use Joseph Frederick's inane banner, "BONG HiTS 4
JESUS," to bring clarity to student speech rights, particularly the
question of a school's authority to control off-campus speech.143
Frederick joined his classmates in cheering on the Olympic Torch
Relay as it passed Juneau Douglas High School in January of 2002.14
Frederick was disciplined for displaying a large banner created for the
occasion-BONG HiTS 4 JESUS-as he stood on a public street
across from the high school.14 5 Although the Ninth Circuit found that
under Tinker, Frederick's First Amendment rights were violated," 6
the Supreme Court reversed and, in a fractured opinion,147 upheld the
principal's action, asserting "schools may take steps to safeguard
those entrusted to their care from speech that can reasonably be
regarded as encouraging illegal drug use."14 8 Rather than merely
delineating another category of student speech that schools can
restrict, Chief Justice Roberts' opinion makes it clear that Tinker is
not the sole organizing principle framing student speech rights, but
administrators and policy makers about education issues declared that the Supreme Court had
"stated" in Morse that "public school officials may restrict student speech they 'reasonably
view' to be in violation of school system policy, regardless of the location of the expressive
act." Richard S. Vacca, Student Expression and Electronic Communication, CEPI EDUC. L.
NEWSL. (Commonwealth Educ. Pol'y Inst., Richmond, Va.), Sept. 2008, http://www.cepi.vcu
.edulnewsletter/2008-2009/2008_SepLStudentExpression.html.
143See Sarah 0. Cronan, Note, Grounding Cyberspeech: Public Schools' Authority to
Discipline Students for Internet Activity, 97 KY. L.J. 149, 168-69 (2008-2009) ("Many hoped
that the Supreme Court's decision in Morse would provide much needed guidance to clarify the
'doctrinal fog infecting student speech jurisprudence,' as attorney for the Alaska school Kenneth
Starr put the matter." (internal quotation marks omitted)).
144Morse, 127 S. Ct. at 2622.
145 Id.
'4 "Frederick v. Morse, 439 F.3d 1114, 1118 (9th Cir. 2006), rev'd, 127 S. Ct. 2618 (2007).
The Ninth Circuit explicitly held that Frederick's speech was best analyzed under Tinker rather
than Fraser or Hazelwood, and found that the school could not meet the substantial disruption
standard required to restrict Frederick's expression. Id. at 1123. The court held "Tinker requires
that, to censor or punish student speech, the school must show a reasonable concern about the
likelihood of substantial disruption to its educational mission. Appellees conceded that the
speech in this case was censored only because it conflicted with the school's 'mission' of
discouraging drug use. That reason fails to meet the bar." Id.
147 The Supreme Court's majority opinion was written by Chief Justice Roberts and joined
by Justices Scalia, Kennedy, Thomas, and Alito. There were, however, multiple concurring
opinions: one by Justice Thomas, another by Justice Alito (joined by Justice Kennedy), and a
third by Justice Breyer, concurring in the judgment in part and dissenting in part. The dissent
was authored by Justice Stevens, and joined by Justices Souter and Ginsburg. Morse v.
Frederick, 127 S. Ct. 2618 (2007).
us Id. at 2622.
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rather that Fraser, and even Hazelwood, offer alternative frameworks
for analysis in certain circumstances.149
A number of recent decisions suggest that courts are extrapolating
from Morse's discussion of the harm caused by illegal drug use, as
well as Justice Alito's assertion in his concurrence about the threat to
the physical safety of students. For instance, despite Justice Alito's
cautionary words about limiting the holding of Morse,150 the Fifth
Circuit relied on Morse to hold that "speech advocating a harm that is
demonstrably grave and that derives that gravity from the 'special
danger' to the physical safety of students arising from the school
environment is unprotected."' One commentator has colorfully
described that extrapolation as ripping Alito's narrow concurrence
"from its factual moorings and [taking] it for a judicial joyride down a
slippery slope of censorship that allows for squelching any student
speech posing a potential threat to the physical safety of students."5
The Eleventh Circuit has also invoked Morse outside its limited
context of pro-drug speech and applied its purported rationale to the
threat of school violence.15 3 Characterizing the holding as "broad,"
the panel analogized Morse's rationale that "'[t]he special
characteristics of the school environment and the governmental
interest in stopping student drug abuse . . . allow schools to restrict
student expression that they reasonably regard as promoting illegal
drug use' . . . to speech reasonably construed as a threat of school
violence."154 A federal district court went even further in Harper ex
rel. Harper v. Poway Unified School District,155  finding "the
reasoning presented in Morse lends support for a finding that the
speech at issue in the instant case may properly be restricted by
school officials if it is considered harmful." 56 Under this analysis,
Morse becomes a proxy for restricting any form of student speech that
may injure a student's physical, emotional or psychological
welfare. 5 7
149 See id. at 2626-27 ("Second, Fraser established that the mode of analysis set forth in
Tinker is not absolute. Whatever approach Fraser employed, it certainly did not conduct the
substantial disruption' analysis prescribed by Tinker .... ).
1so"I join the opinion of the Court on the understanding that (a) it goes no further than to
hold that a public school may restrict speech that a reasonable observer would interpret as
advocating illegal drug use and (b) it provides no support for any restriction of speech that can
plausibly be interpreted as commenting on any political or social issue ..... Id. at 2636 (Alito,
J., concurring).
'1 Ponce v. Socorro Indep. Sch. Dist., 508 F.3d 765, 770 (5th Cir. 2007).
52 Calvert, supra note 142, at 5.
153 See Boim v. Fulton County Sch. Dist., 494 F.3d 978, 984-85 (11th Cir 2007).
14Id. at 984 (alteration in original) (citation omitted).
15545 F. Supp. 2d 1072 (S.D. Cal. 2008).
156 Id. at I100 (emphasis added).
157 Id. at 1101 ("Morse, rather, affirms that school officials have a duty to protect students,
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E. Schools Operating in the Fog
Even though the Supreme Court has repeatedly identified the
schoolhouse gate as the dividing line for determining the appropriate
analysis of student speech rights, courts have not hesitated to fling the
gate wide open and apply Tinker, Fraser, and Morse to student
Internet speech that originates off campus. 58 The approaches and
rationales vary, but the result is a dramatic expansion of school
authority to restrict student speech. For instance, applying Tinker to
off-campus student Internet speech that simply makes its way on
campus dramatically extends a school's authority to restrict student
expression. If, as one commentator asserts, "[a]ny website, blog,
Facebook or MySpace page, and even an e-mail can foreseeably be
accessed on school grounds," 59 Tinker reaches well beyond the
schoolhouse gate boundary the decision contemplated. 160 If Schools
may apply Fraser to off-campus speech to discipline for speech that
undermines the basic function of a public school, as the court in
Bethlehem did,'6 ' why couldn't a student be disciplined for writing a
scurrilous letter to the New York Times criticizing curriculum or
pedagogy?l 6 2 Similarly, if Morse is read broadly to encompass any
speech that "harms" students, that approach could be used to stifle a
wide array of student speech, including political and religious views
that happen to be critical of other individuals.
In the face of disarray in the courts, school administrators on the
front lines are understandably frustrated and confused about their
as young as fourteen and fifteen years of age, from degrading acts or expressions that promote
injury to the student's physical, emotional or psychological well-being and development which,
in turn, adversely impacts the school's mission to educate them.")
158 Because Hazelwood dealt with school-sponsored student speech, it has not often been
referenced by courts faced with student Internet speech. Student speech that originates off
campus and is posted on the Internet or communicated through other digital devices would
rarely be considered "expressive activities that students, parents, and members of the public
might reasonably perceive to bear the imprimatur of the school." Hazelwood Sch. Dist. v.
Kuhlmeier, 484 U.S. 260, 271 (1988).
'59 David J. Fryman, Note, When the Schoolhouse Gate Extends Online: Student Free
Speech in the Internet Age, 19 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 557, 585 (2009).
16oSee Denning & Taylor, supra note 65, at 869 (describing the potential malleability of
the material disruption standard and its potential unlimited reach); see also Tuneski, supra note
83, at 140 (arguing that, by using Tinker's substantial disruption standard, "courts threaten to
chill student speech by not adequately assuring that off-campus speech will be protected").
161 See J.S. ex rel. H.S. v. Bethlehem Area Sch. Dist., 807 A.2d 847, 868 (Pa. 2002).
16 2 See Thomas v. Bd. of Educ., Granville Cent. Sch. Dist., 607 F.2d 1043, 1053 n.18 (2d
Cir. 1979) ("Moreover, if the educational interest vindicated by school officials is the need 'to
promote standards of decency and civility among school children,' a concept attractive on its
face but necessarily elusive if not impossible to apply evenhandedly, it is not apparent why
educators would not be permitted to fail a student in an English course for writing a scurrilous
letter to the New York Times." (citation omitted)).
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legal authority to sanction student expression on the Internet.163 Even
the courts have acknowledged that educators are bound to be
uncertain about the limits of their authority. As one federal district
court put it: "If courts and legal scholars cannot discern the contours
of First Amendment protections for student internet speech, then it is
certainly unreasonable to expect school administrators ... to predict
where the line between on- and off-campus speech will be drawn in
this new digital era."'i6
It appears, however, that schools perceive that they have wide
ranging authority to discipline such behavior and are actively doing
so.16 5 Although the reported cases are few, there is evidence of a
rising tide of censorship of student Internet speech by schools.1 66
Nadine Strossen, who served as president of the ACLU for nearly two
decades, has called attention to schools "suspending and expelling
students just for creating their own Web sites on their own home
computers on their own time."1 67 And, there is reason to believe that
the student speech cases that make it into court and the media are only
a small subset of those that exist. 16 8 Students may be loath to pursue
constitutional claims where suspensions are relatively short and the
expense and time of legal action is great.
Although educators often claim that they are in a legal no man's
land when it comes to disciplining students' off-campus speech, and
that the guidance from the courts is inconsistent, schools increasingly
react, and by some measures overreact, to student Internet speech
they find objectionable.169 As one commentator noted, "[m]any of the
'
63 See Kelli Kennedy, Not-So-MySpace Any More, LEDGER (Lakeland, Fla.), Apr. 23,
2006, available at http://www.theledger.com/apps/pbcs.dll/article?AID-/20060423/NEWS/604
230392/1/NEWS0101 ("School officials say there's no blueprint to guide them as they wade
through the murky waters of cyberspace.").
14Doninger v. Niehoff, 594 F. Supp. 2d 211, 224 (D. Conn. 2009).
165 See Alan Gomez, Students, Officials Locking Horns Over Blogs, USA TODAY, Oct. 26,
2006, at 8D ("But school districts now are reaching into students' home computers, severely
punishing and even expelling students for what they write on [social networking] sites from
home.").
166 See Terry McManus, Home Web Sites Thrust Students into Censorship Disputes, N.Y.
TIMES, Aug. 13, 1998, at G9 ("Legal experts say school censorship of student Web sites outside
schools is on the rise. . . .").
167 Nadine Strossen, Keeping the Constitution Inside the Schoolhouse Gate-Students'
Rights Thirty Years After Tinker v. Des Moines Independent Community School District, 48
DRAKE L. REv. 445, 457 (2000).
'"See Tuneski, supra note 83, at 146 ("Many suspensions for internet speech are likely to
be unreported and unchallenged for a variety of reasons.").
'It is easier than ever for school officials to monitor student speech by just logging onto
the Internet, "and when they see something they do not like, many of them react by punishing
the student responsible. As a result, much student expression that would have escaped the
attention of school officials in another time now is the subject of suspensions, expulsion, and
other forms of significant punishment." Papandrea, supra note 81, at 1037.
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reported cases reflect the schools' rash decisions. School officials
punished students without even analyzing whether the web sites
actually disrupted the school environment."1 70 For instance, students
have been disciplined for creating fairly ridiculous, innocuous Web
sites, like the Texas middle school student who was suspended for
setting up a Web site called C.H.O.W., for Chihuahua Haters of the
World. 17 1 Some schools are even going so far as to adopt policies
claiming they can discipline students for material posted online from
a home computer. 17 2 In a Chicago suburb, one school district requires
that all students participating in extracurricular activities sign a pledge
agreeing that evidence of "illegal or inappropriate" behavior posted
on the Internet could be grounds for disciplinary action.173 Although
the administration promised not to actively search student sites for
incriminating expression under the new policy, district officials plan
to monitor student Internet posting "if they get a worrisome tip from
another student, a parent or a community member." 74
Educators also have made statements suggesting they view their
powers to restrict student speech very broadly. The testimony of both
the principal and the coach in the case of Jack Flaherty, Jr., a high
school student disciplined for his trash-talking posts on an Internet
message board regarding a volleyball game with a rival school, is
illustrative. 75 Principal Hagy asserted that it did not matter that Jack's
comments were made from his home computer, and that he "can
punish a student for speech that occurs outside of school premises and
that is not related to any school activity, where the expression brings
disrespect, negative publicity, [or] negative attention to [the] school
and to [its] volleyball team."' 76 The volleyball coach echoed the
principal's view, indicating he believed he had authority to punish a
student "for posting an internet message from his home computer
because it's an embarrassment to [the] team and to [the] other
players."' 77 The Western District of Pennsylvania awarded summary
70 Susan H. Kosse, Student Designed Home Web Pages: Does Title IX or the First
Amendment Apply?, 43 ARIZ. L. REv. 905, 930 (2001); see also Denning & Taylor, supra note
160, at 869 ("In many cases, the reactions could charitably be termed overreactions, less
charitably as punitive retaliation.").
171 See Tamar Lewin, Schools Challenge Students' Internet Talk, N.Y. TIMES, Mar. 8,
1998, at 16.
72 See Associated Press, Ind. Schools Warn Students to Watch What They Say Online, Oct.
2, 2006, FIRSTAMENDMENTCENTER.ORG, http://www.firstamendmentcenter.org/news.aspxid
=17466.
173 Associated Press, District to Monitor Students' MySpace Pages, MSNBC, May 23,
2006, http://www.msnbc.msn.com/id/12937962/.
174 Id.
175 See Flaherty v. Keystone Oaks Sch. Dist., 247 F. Supp. 2d 698, 706 (W.D. Pa. 2003).
176 Id. (internal quotation marks omitted).
177 Id. (internal quotation marks omitted).
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judgment to Flaherty, finding the school's polices to be
"unconstitutionally overbroad and vague because they permit a school
official to discipline a student for an abusive, offensive, harassing or
inappropriate expression that occurs outside of school premises and
[is] not tied to a school related activity."
In some ways it is no surprise that educators are disciplining
students based on an inflated view of their jurisdiction to restrict
student speech. Their own professional associations have certainly
argued for broad authority to constrain student speech. In their amici
curiae brief in support of Principal Deborah Morse in Morse v.
Frederick, the National School Boards Association (NSBA),
American Association of School Administrators (AASA), and
National Association of Secondary School Principals (NASSP)
argued that Fraser should be read as permitting schools to censor
"messages inimical to a school's core educational mission and ability
to instill fundamental civic values and appropriate behavior."1 79 The
brief further urged the Court to grant nearly unfettered discretion to
educators because "[1]ocal school boards are best suited to establish
policies limiting 'plainly offensive' speech, inculcating values, and
regulating expression and behavior that in the reasonable professional
judgment of school officials is inconsistent with their core educational
mission." 80
In addition to the broad perspective of their own professional
organizations, educators may also be influenced by legal and
education commentators who assert that schools should feel confident
in disciplining students for off-campus speech.18' For instance, one
educational policy newsletter predicted that, after Morse, "student
First Amendment speech and expression rights . . . will be narrowed
and the disciplinary authority of public school officials broadened,"
and advised that "school officials and administrators must be more
proactive than ever before."l 8 2 Another commentator argues that
Morse lays the foundation for preventing students from mocking each
other, contending that "just as Morse recognized the schools'
17 Id.
1' Brief of Amici Curiae National School Boards Ass'n et al. in Support of Petitioners, at
3, Morse v. Frederick, 127 S. Ct. 2618 (2007) (No. 06-278), 2007 WL 140999, at *3.
1Id.
'81 See, e.g., Shannon L. Doering, Tinkering with School Discipline in the Name of the
First Amendment: Expelling a Teachers' Ability to Proactively Quell Disruptions Caused by
Cyberbullies at the Schoolhouse, 87 NEB. L. REv. 630, 639 (2009) (arguing that "the authority
of school officials to discipline students for such conduct-regardless of whether it is
appropriately labeled as protected speech-remains well intact").
' Richard S. Vacca, Student Speech and Expression 2008: A New Standard Applied,
CEPI EDUC. L. NEWSL. (Commonwealth Educ. Pol'y Inst., Richmond, Va.), Feb. 2008,
http://www.cepi.vcu.edulnewsletter/2007-2008/2008_Feb_StudentLSpeechExpression.html
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authority to restrict student speech advocating illegal drug use, so too
should future courts recognize-as an independent basis for speech
restrictions-the schools' authority to restrict student speech that
singles out other students for name-calling or other verbal abuse."1 8 3
School authorities may also feel empowered to discipline
off-campus Internet student speech based on a new wave of state
legislation on cyberbullying.184 While a majority of states have
general bullying laws, 85  the National Conference of State
Legislatures lists 19 states as having enacted some form of specific
cyberbullying legislation-Arkansas, California, Delaware, Florida,
Idaho, Iowa, Kansas, Maryland, Michigan, Minnesota, Missouri,
Nebraska, New Jersey, Oklahoma, Oregon, Pennsylvania, Rhode
Island, South Carolina, and Washington.18 6 Each state statute is
different, of course, but most have at their core a requirement that
school districts establish policies, both disciplinary and preventative,
on bullying that include electronic communication.187 In lieu of
explicitly addressing whether off-campus electronic communication
is subject to these new policies, some statutes utilize Tinker's
language to include any communication that results in a substantial
disruption. 8 8 Other statutes limit the policies to school grounds and
school sponsored activities, implying that off-campus communication
is not included.189 Still others mandate the involvement of law
83 Emily Gold Waldman, A Post-Morse Framework for Students' Potentially Hurtful
Speech (Religious and Otherwise), 37 J.L. & EDUc. 463, 496 (2008).
18 See Cronan, supra note 143, at 170 (describing how "[s]chools in other states have been
empowered by similar [cyberbullying] legislation"); see also Anne Marie Chaker, Schools Act
to Short-Circuit Spread of 'Cyberbullying': New Laws, Policies Attempt to Address Harassment
That Originates Off Campus, WALL ST. J., Jan. 24, 2007, at DI (describing school and
legislative actions aimed at cyberbullying).
185A total of thirty-nine states have laws aimed generally at reducing harassment,
intimidation, and bullying at school. Typically, these laws create model anti-bullying policies or
intervention strategies, develop reporting procedures, and provide for training of teachers and
staff, as well as developing classes that promote communication, cooperation and conflict
resolution skills. See Lamar Bailey, bul'*-ly-ing' (verb): Efforts to Keep Kids Safe from
Intimidation at School Are Gaining Momentum, But Some Question the Need for New Laws, ST.
LEGISLATURES, Oct.-Nov. 2008, at 24, available at http://www.ncsl.org/Portals/l/
documents/magazine/articles/2008/08sloctnovO8_bullying.pdf.
'86National Conference of State Legislatures, Cyberbullying: State Legislation,
http://www.ncsl.org/default.aspx?tabid=12903 (last visited Oct. 15, 2009).
1n See, e.g., WASH. REv. CODE § 28A.300.285 (2008) (requiring school districts to amend
harassment, intimidation, and bullying prevention policies to address acts of bullying,
harassment, or intimidation conducted via electronic means).
'8See, e.g., ARK. CODE ANN. § 6-18-514(b)(2)(B)(i) (2007) (prohibiting bullying "[b]y an
electronic act that results in the substantial disruption of the orderly operation of the school or
educational environment"); Safe School Climate Act, S.C. CODE ANN. § 59-63-120(1)(b) (Supp.
2008) (prohibiting bullying when it causes "substantial disruption in, or substantial interference
with, the orderly operation of the school").
'"See, e.g., NEB. REV. STAT. § 79-2,137(2) (2008) (defining bullying as an "ongoing
pattern of physical, verbal, or electronic abuse on school grounds, in a vehicle owned, leased, or
2009] 183
184 CASE WESTERN RESERVE LAW REVIEW [Vol. 60:1
enforcement and, rather than rely on school discipline to address the
problem, are opting to criminalize the behavior. 190
State legislators are not alone in their quest to respond to
cyberbullying. There has even been a bill introduced in Congress-
the Megan Meier Cyberbullying Prevention Act-that purports to
criminalize cyberbullying.191 The proposed law prohibits "any
communication, with the intent to coerce, intimidate, harass, or cause
substantial emotional distress to a person, using electronic means to
support severe, repeated, and hostile behavior... ."192 The penalty is
a fine or imprisonment for up to two years, or both. 19 3 The primary
sponsor of the bill, Representative Linda S6inchez of California,
insists that it sets limits on online conduct while protecting free
speech.19 4  First Amendment scholars, however, have harshly
criticized the bill as unconstitutional.195 The broad sweep of the
legislation led one commentator to ask: "How many e-mails,
comment sections and blogs would fall under this category? How
contracted by a school being used for a school purpose by a school employee or his or her
designee, or at school-sponsored activities or school-sponsored athletic events").
lwSee, e.g., Mo. ANN. STAT. § 160.261(2)(24) (West Supp. 2009) (requiring schools to
report harassment to appropriate law enforcement officials).
Maryland is considering a bill that would make cyberbullying a misdemeanor punishable
by a $500 fine. See Philip Rucker, Tougher Policy on Bullying Proposed: Md. Bill Addresses
Online Behavior, WASH. POST, Jan. 25, 2008, at Bl. Similarly, a Vermont bill that would allow
schools to punish off-campus electronic bullying that substantially interferes with a school's
operations includes an option for police to issue summonses and fines. See Abbott Koloff, States
Push for Cyberbullying Controls, USA TODAY, Feb. 7, 2008, at 3A. In addition, the original
language of Idaho's statute designated bullying as a misdemeanor, but the final amended
language changed it to an "infraction." Compare H.R. 750, 58th Leg., 2d Sess. § 3(3) (Idaho
2006), available at http://www3.state.id.us/oasis/2006/HO750.html#engr, with IDAHO CODE
ANN. § 18-917A (Supp. 2008) ("A student who personally [harasses, intimidates, or bullies]
may be guilty of an infraction."). A number of states and municipalities are not directing their
legislative response to schools alone, but rather are crafting general criminal statutes. For a
general discussion of the creation of anti-cyberbullying laws, see Matthew C. Ruedy, Note,
Repercussions of a MySpace Teen Suicide: Should Anti-Cyberbullying Laws Be Created?, 9
N.C. J.L. & TECH. 323 (2008).
191 The original bill was introduced in May of 2008 and died in committee. It was
reintroduced in 2009 and is pending in the House Judiciary Committee. See Sean Rose, Federal
Cyber Bully Bill Gets New Life, ST. Louis POST-DISPATCH, May 5, 2009, at Al.
192 Megan Meier Cyberbullying Prevention Act, H.R. 1966, 111th Cong. § 3(a) (1st Sess.
2009).
193Id.
14Press Release, Linda Sdnchez, Rep. Linda Sdnchez Introduces Bipartisan Megan Meier
Cyberbullying Prevention Act (May 22, 2008), http://www.1indasanchez.house.gov/news/
cfm/article/429.
19 See, e.g., Posting of Eugene Volokh to The Volokh Conspiracy, http://www.volokh.
com/posts/1212694919.shtml (June 5, 2008, 15:41 EST) (arguing that expression of some
political, social, and religious opinions would be considered crimes under the proposed statute);
see also Rose, supra note 191, at Al ("This [statute] cannot possibly be constitutionally
permissible, it cannot possibly be a good idea . (quoting First Amendment scholar Eugene
Volokh) (internal quotation marks omitted)).
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easy would it be to use this law to threaten political opponents or
stifle debate?"196
Interestingly, Connecticut legislators are taking a different
approach, and have considered a law that would clarify that students
have free speech rights and that schools may not punish a student for
any non-threatening electronic communication transmitted off
campus or not on school equipment. 197 The state legislator who
proposed the bill is a former civics teacher who believes it is wrong
for schools to discipline students for what they say out of school.198
Whatever the impetus, schools are responding to the problem of
inappropriate student digital speech with disciplinary measures
whether or not they have legal jurisdiction to do so. In addition,
legislatures are wading into the fray with new laws and penalties. As
the next section will explore, this heavy-handed reaction is not only
ineffective in addressing the problem, but may be detrimental to the
future of the First Amendment.
m. CURRENT RESPONSES ARE MISGUIDED AND INEFFECTIVE
In the face of relentless media focus on the most shocking stories
of kids using digital media to taunt and bully each other, state
legislative action mandating new policies, and the mounting evidence
of the growth and negative consequences of cyberbullying, it is no
surprise that educators feel compelled to act. 199 Even while indicating
some uncertainty in how to handle the new dilemmas created by the
Internet and students' off-campus digital speech, schools are asserting
their authority in this new realm. 2 00 As one Maryland educator put it,
"[w]e have some concerns about being asked to police things that
don't happen on the school grounds . . . [i]t's a difficult thing.",20 1 Too
19 David Harsanyi, Op-Ed., Hookers Over Censors, DENVER POST, May 15, 2009, at IB.
'
97 See Arielle Levin Becker, Web Speech: When May Schools Act? Lawmakers Consider
Bill to Clarfy Students' Rights, HARTFORD COURANT, Feb. 1, 2009, at Al; see also Kate
Maternowski, Online Speech Case Sparks Conn. Lawmaker to Propose Student Expression Bill,
STUDENT PRESS L. CENTER, Feb. 6, 2009, https://www.splc.org/newsflash.asp?id=l 866.
18Becker, supra note 197, at Al.
'9See Berin Szoka & Adam Thierer, Cyberbullying Legislation: Why Education is
Preferable to Regulation, PROGRESS ON POINT (Progress & Freedom Found., Wash., D.C.),
June 2009, at 4, available at http://www.pff.org/issues-pubs/pops/2009/popl6.12-cyberbullying
-education-better-than-regulation.pdf ("Because of these findings [that cyberbullying is a more
significant online safety concern than child predation] as well as some high-profile press stories
about particularly extreme cases of online harassment resulting in child suicides over the past
year, cyberbullying has become the child safety issue dujour.").
200See SHAHEEN SHARIFF, CONFRONTING CYBER-BULLYING: WHAT SCHOOLS NEED TO
KNOW TO CONTROL MISCONDUCT AND AvoID LEGAL CONSEQUENCES 170 (2009) ("As we
have seen, the Internet has created new dilemmas for educators, and many of them state they are
unprepared for and quite uncertain how to handle these issues . . . .").
201 Rucker, supra note 190, at BI (quoting Bill Reinhard, spokesperson for the Maryland
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frequently, however, school administrators are blundering ahead,
relying on traditional authoritarian approaches rather than employing
more constructive and effective preventative solutions.2 02
Before considering why this authoritarian approach is misguided
and ultimately ineffective, it is important to identify the kinds of
student speech with which schools need not be concerned. There are,
in fact, a number of categories of troubling student Internet speech
that schools can legitimately leave to the criminal and civil legal
systems. As one court put it before the advent of the Internet:
In this court's judgment, it makes little sense to extend the
influence of school administration to off-campus activity
under the theory that such activity might interfere with the
function of education. School officials may not judge a
student's behavior while he is in his home with his family nor
does it seem to this court that they should have jurisdiction
over his acts on a public street corner. A student is subject to
the same criminal laws and owes the same civil duties as
other citizens, and his status as a student should not alter his
obligations to others during his private life away from the
campus.203
It is perfectly appropriate, and perhaps preferable, for schools to
abdicate to the criminal justice system when extremely harmful online
speech violates criminal laws. The most egregious kinds of bullying,
both online and off, enjoy no First Amendment protection and thus,
individuals can be subject to arrest and prosecution or to civil suit for
damages. Threatening violence to people or their property, coercion,
obscene or harassing phone calls or text messaging, stalking or
harassment, sending sexually explicit photos of a teen, or taking a
photo of someone where privacy is expected, are all acts that may run
afoul of the legal system. 204 "The bottom line is that sufficient
Department of Education) (internal quotation marks omitted).
202See SHARIFF, supra note 200, at 171 (concluding that "reports . . . suggest that
educators' policy and practice responses continue to be reactive and more heavily focused on
control of behavior than on prevention through education options").
203 Sullivan v. Houston Indep. Sch. Dist., 307 F. Supp. 1328, 1340-41 (S.D. Tex. 1969)
(emphasis added).
20See NANCY E. WILLARD, CYBERBULLYING AND CYBERTHREATS: RESPONDING TO THE
CHALLENGE OF ONLINE SOCIAL CRUELTY, THREATS, AND DISTRESS 57-60 (2d ed. 2006). Some
categories of speech are simply not protected by the First Amendment, including "fighting"
words, Chaplinsky v. New Hampshire, 315 U.S. 568, 572 (1942); speech that incites others to
"imminent lawless action," Brandenburg v. Ohio, 395 U.S. 444, 447 (1969); obscenity, Miller v.
Calfornia, 413 U.S. 15, 21 (1973); defamation, New York Times Co. v. Sullivan, 376 U.S. 254,
301-02 (1964) (Goldberg, J., concurring); and "true threat[s]," Watts v. United States, 394 U.S.
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remedies and redress in the civil, criminal, and juvenile justice
systems already exist for off-campus expression that causes harm."205
It is true that there have been some struggles to find criminal
statutes that cover some reprehensible online behavior, the most
notable case being the cruel hoax targeting Megan Meier that resulted
in her suicide. National outrage fueled a federal criminal prosecution
in Los Angles after local Missouri prosecutors could find no statute
with which to charge Lori Drew, the neighbor who had posed as a
teenage boy in a series of e-mail messages to Megan. 20 The
controversial prosecution, brought under the federal Computer Fraud
and Abuse Act,20 7 was an unprecedented use of a computer fraud
statute designed to combat computer crimes, such as unauthorized
208hacking into a computer system and theft of information. In this
case, it was used to prosecute what were essentially abuses of a user
agreement on a social networking site. Although Drew was convicted
by a jury of three misdemeanor counts of computer fraud for creating
and using the fake MySpace account used to torment Megan, the
judge recently threw out the charges.209
Students, however, have been criminally prosecuted for threats and
harassment made on the Internet, and have also been subject to civil
suits for defamation and other personal torts. For instance, criminal
charges were filed against three teenagers who discussed blowing up
their school in Tampa on a MySpace chat,2 10 and a half a dozen
students from a New Jersey middle school were criminally charged
with terroristic threats and harassment based on humiliating and
211threatening Web site postings directed toward their peers. On the
civil side, Justin Swidler, the J.S. of J.S. ex rel. H.S. v. Bethlehem
Area School District and "Teacher Sux" fame2 12 was ordered to pay
the algebra teacher he skewered on his Web site $450,000 when she
sued him and his parents for defamation, interference with contractual
705, 708 (1969) (per curiam).
205 Calvert, supra note 101, at 245-46. But see Todd D. Erb, Comment, A Case for
Strengthening School District Jurisdiction to Punish Off-Campus Incidents of Cyberbullying, 40
ARIz. ST. L.J. 257, 275-76 (2008) (arguing that criminal law is inadequate as a remedy).
206 Jennifer Steinhauer, Woman Found Guilty in Web Fraud Tied to Suicide, N.Y. TIMES
(N.Y. ed.), Nov. 27, 2008, at A25.
2 18 U.S.C. § 1030 (2006).
208 Id. § 1030(a)(1)-(5).
209 See Alexandra Zavis, MySpace Cyber-Bullying Conviction Tentatively Dismissed, L.A.
TIMES, July 3, 2009, at A3.
210 See Mike Wells & Ray Reyes, 3 Plotted School Attack on Net, Police Say, TAMPA
TRIB., Sept. 9, 2007, at 2.
211 See Matthew J. Dowling, 6 Students Charged Over Vicious Web Site, STAR-LEDGER
(Newark, N.J.), May 26, 2004, at 37.
212 807 A.2d 847 (Pa. 2002).
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relations, invasion of privacy, and loss of consortium, along with
negligent supervision.21 Therefore, extremely harmful speech can
violate criminal laws and subject the speaker to civil suit.
If schools leave the truly egregious speech to the criminal and civil
justice systems, we are nevertheless left with the persistent taunts and
insults and verbal aggression that does not rise to the level of crime or
civil harm.2 14 This is not to underestimate the significance of the
distress caused by this level of cyberbullying or the profound damage
it can inflict on young people. Rather it is to clarify that the proposed
response is best suited for this type of harmful peer-to-peer
communication, rather than true threats of violence or other criminal
speech.215
Traditional disciplinary approaches alone are not the answer to
responding to and eliminating this kind of harmful peer-to-peer
communication.2 16 While suspending or even expelling a student who
engages in bullying online may bring temporary relief, there is little
reason to believe such discipline alone results in any long-term
change in behavior. Moreover, technology is changing so rapidly that
it may be impossible for educators and parents to keep up with the
fluid nature of teen communication in order to monitor and punish
those who bully. Indeed, "the Internet itself, the ways in which
minors use it, and the communities in which they participate all
change constantly, and the available technologies are quickly
evolving." 2 17
Responses to bullying that are limited to disciplining the perceived
aggressor are problematic and often ineffective. One complicating
factor is ensuring that the culpable party is correctly identified.
Electronic bullying scenarios are "complicated by [the] frequency of
reciprocal harassment, blurring [of] lines between victims and
perpetrators, and the ways in which bullying moves between online
and offline contexts and between different forms of social media." 2 18
Zero-tolerance policies aimed at bullying exacerbate this problem and
2 13 See Ken Rodriguez, A Lesson in Cyber Ambushes: The Guilty Might Have to Pay Up,
SAN ANToNIO EXPRESS-NEWS, Oct. 4, 2006, at 3A.
214 ENHANCING CHILD SAFETY AND ONLINE TECHNOLOGIES, supra note 1, at 17.
215 It is also important to remember that, despite the alarming stories in the media and the
growth in the number of victims of cyberbullying, "studies . . . consistently indicate that
adolescents who experience and perpetrate electronic aggression represent a minority of youth
who use electronic media." Corinne David-Ferdon & Marci Feldman Hertz, Electronic Media,
Violence, and Adolescents: An Emerging Public Health Problem, 41 J. ADOLESCENT HEALTH
S1, S2 (2007).
216 See SHARIFF, supra note 200, at 14 ("Cyberspace cannot be controlled, and traditional
school management techniques no longer work.").217 ENHANCING CHILD SAFETY AND ONLINE TECHNOLOGIES, supra note 1, at 35.
218 Id. at 33.
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risk punishing victims along with aggressors.21 9 Formal discipline
also has the added risk of sparking expensive litigation from parents
and students intent on vindicating their First Amendment rights and,
as a result, may have a significant negative impact on a school's
morale, reputation or community support. As Hinduja and Patchin
have observed, avoiding this negative fallout is "underappreciated but
tremendously vital, as you cannot put a price on the value of positive
morale and a peaceable environment among school staff, students,
,,220
and parents.
Evidence suggests that the climate of a school is the key ingredient
to reducing bullying behaviors. 22 1 "Research indicates that students
who feel connected to their school, who think their teachers care
about them and are fair, and who think the school rules are clear and
fair are less likely to perpetrate any type of violence or aggression,
including electronic aggression."2 22 To build that positive climate,
schools must seek to engage students in a dialogue and proactively
address bullying through programs designed to foster a more
welcoming environment by developing empathy, respect, and
understanding of differences.223
Anti-bullying programs that incorporate these concepts have
proven effective in reducing bullying and victimization, as a
meta-analysis of fifty-nine studies of the effectiveness of bullying
prevention programs recently concluded.224 The study further
219 In addition, while having the benefit of making a strong statement and removing
troublemakers from the school environment, zero-tolerance policies miss the opportunity to
teach a student the impact of their expression on their victim. See SHARIFF, supra note 200, at
232 ("Zero tolerance provides no opportunity for dialogue, analysis of demeaning forms of
expression, or consideration of all stakeholder perspectives.").
220 HINDUJA & PATCHIN, supra note 9, at 163.
221 See Harris & Petrie, supra note 15, at 50 ("A positive school environment has been
consistently found to be effective in the reduction of bullying."); see also HINDUJA & PATCHIN,
supra note 9, at 139-41 (describing how maintaining a safe and respectful school culture will
help reduce bullying); MAINE GOVERNOR'S CHILDREN'S CABINET, MAINE'S BEST PRACTICES
IN BULLYING AND HARASSMENT PREVENTION 1 (2006), http://www.maine.gov/education/
bullyingprevention/bullying.pdf ("School climate is the key factor that determines whether
young people will be bullied or not." (emphasis omitted)).
For a unique program that effectively transforms the school climate and virtually
eliminates bullying, see Bridie Smith, School Year to Start On a Meditative Note, AGE, Jan. 28,
2008, http://www.theage.com.aularticles/2008/01/27/1201368944848.html. Students at
Maharishi School undergo a conscious-based education, which employs transcendental
meditation as a central part. Id. The technique has nearly eliminated conflict among students at
the school. Id.222 DAVID-FERDON & HERTZ, supra note 29, at 14.
223 See Ryan Schwartz & Debra Chasnoff, Creating Safe Schools is Everyone's Business,
OUR CHILD., Aug.-Sept. 2007, at 16, 17-18, available at http://www.pta.org/2148.htm.
224 See MARIA M. I'rOFI, DAVID P. FARRINGTON & ANNA C. BALDRY, SWEDISH NAT'L
COUNCIL FOR CRIME PREVENTION, EFFECTIVENESS OF PROGRAMMES TO REDUCE SCHOOL
BULLYING 72-73 (2008), available at http://www.bra.selextra/measurepoint/?moduleinstance
=4&name=Effectivenessof-programmes-toreduceschool-bullying-webb.pdf&url=/dynama
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identified the work of researcher Dan Olweus as the most effective
mode of prevention.22 5 Olweus' pioneering research on bullying
culminated in the Olweus Bullying Prevention Programme (OBPP),
where the focus is not on discipline, but on intervention and engaging
students in understanding and rejecting bullying.226 Students are
empowered to make better choices by learning more about the issue,
interacting with their peers to construct their own rules against
bullying, and engaging in role-playing to prepare to respond to a wide
227variety of bullying situations.
Student-centered educational approaches like OBPP are producing
positive results. Where students are involved in helping to design
their learning experiences, they are more engaged and ultimately
more successful learners. 22 8 For instance, a program using principles
of restorative justice has had great success in resolving student
conflicts and reducing suspensions at Milwaukee schools.229 Students
use student-led discussion "circles" to work through conflicts. "The
goal is not so much to punish as to get students on paths to make
better choices, to understand the impact of what they do, to deal with
people better-in other words, to learn something, to change their
ways and not to just sit out classes for three days." 2 30
In addition to the student-centered focus of these successful
programs, the educational aspect of the approach is critical. "Youth
cannot be expected to exercise complete wisdom. They need to be
taught how to use technology responsibly." 231 The call to educate
young people about the use and abuse of the Internet as a means of
reigning in cyberbullying behaviors is also coming from such site
providers as Facebook and MySpace,232 who often provide the venue
for the taunts and insults that plague victims. Virtually every social
ster/file archive/081023/04395cbc57201c39fa6c7f78319ea2ablEffectiveness%255fof%255fpro
grammes%255fto%255freduce%255fschool%255fbullying%255fwebb.pdf.225 Id.
2 26 See id. at 48-49 (describing the components of the Olweus Bullying Prevention
Programme).
227 Id.
2 28 See SHARIFF, supra note 200, at 231 (finding that research "confirms that the more
involved students are in establishing the parameters and content of their own education, the
more likely they are to engage critically in their learning").229 See Alan J. Borsuk, A Circular Path to Peace, MILWAUKEE. J. SENTINEL, Mar. 17,
2009, at IB.230 Id.
231 HINDUJA & PATCHIN, supra note 9, at 134; see also Papandrea, supra note 81, at 1031
("[S]chools should focus on educating their students about using digital media responsibly and
largely leave the business of punishing juveniles for their digital expression to parents and to the
civil and criminal justice systems.").232 ENHANCING CHILD SAFETY AND ONLINE TECHNOLOGIES, supra note 1, app. E.
190 [ Vol. 60: 1
MISSING THE TEACHABLE MOMENT
networking site that provided a submission to the State Attorneys
General Internet Safety Technical Task Force highlighted the
importance of educating young people on the safe and responsible use
of the Internet.233 AOL's comments are typical: "We have learned that
education is an effective means to protect children. To that end, we
actively work with the education sector and supply them with the
tools, knowledge and skills they need to educate young people to use
the internet safely and responsibly."234
In endorsing education as the key strategy to protecting kids from
the dangers of the multimedia world, a study by the National
Research Council used an enlightening metaphor:
Technology-in the form of fences around pools, pool
alarms, and locks-can help protect children from drowning
in swimming pools. However, teaching a child to swim-and
when to avoid pools-is a far safer approach than relying on
locks, fences, and alarms to prevent him or her from
drowning. Does this mean that parents should not buy fences,
alarms, and locks? Of course not-because they do provide
some benefit. But parents cannot rely exclusively on these
devices to keep their children safe from drowning, and most
parents recognize that a child who knows how to swim is less
likely to be harmed than one who does not. Furthermore,
teaching a child to swim and to exercise good judgment about
bodies of water to avoid has applicability and relevance far
beyond swimming pools-as any parent who takes a child to
the beach can testify.235
In short, schools need to give students the knowledge and skills to
respond to a rapidly changing digital world.
There is no question that much of the student speech at issue in the
cyberbullying context is low value. While a student may have a First
Amendment right to characterize a classmate's boobs as irregular,236
such an observation lends nothing to civil discourse and may, in fact,
cause real harm. Students need to understand more than just that the
First Amendment protects the good with the bad. So why should
schools resist the knee-jerk disciplinary reaction to squelch obnoxious
student Internet speech and instead embrace the teachable moment?
23 3 See generally id.
23 4 Id. at 10.235 COMPUTER SC. AND TELECOMM. BD., NAT'L RESEARCH COUNCIL, YOUTH,
PORNOGRAPHY, AND THE INTERNET 224 (2002).
2 36 See Coleman, supra note 42 and accompanying text.
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The obvious answer is that preventative education is more effective
than discipline in stemming the rising tide of cyberbullying.237 There
is, however, an even more compelling rationale, which emanates from
the core purpose of public schools. The final section offers that
rationale.
IV. SCHOOLS-OUR KEEPERS OF DEMOCRACY
There is undoubtedly deep philosophical disagreement about the
central purpose of public schools.238 From the inception of American
public education, however, a fundamental tenet has been the need to
prepare students for their eventual role as citizens in a democratic
system. The architects of our nation recognized that the most effective
way to build an enduring union was to create a common system of
education.239 Benjamin Franklin was an advocate of practical
education that could best serve the common man and enhance
community service.240 Thomas Jefferson was convinced that the
preservation of the new republic depended upon an educated public.
As Jefferson wrote:
I know no safe depository of the ultimate powers of the
society but the people themselves; and if we think them not
enlightened enough to exercise their control with a
wholesome discretion, the remedy is not to take it from them,
but to inform their discretion by education. This is the true
corrective of abuses of constitutional power.24'
237 See Ashley Surdin, In Several States, A Push to Stem Cyber-Bullying, WASH. POST, Jan.
1, 2009, at A03 ("Champions and critics of the laws agree that preventive education is a more
powerful deterrent to cyber-bullying than discipline.").
238 See MICHAEL J. KAUFMAN & SH4ERELYN R. KAUFMAN, EDUCATION LAW, POLICY, AND
PRACTICE 22-24 (2d ed. 2009) (describing the debate between the authoritarian and progressive
approaches to education); see also Anne Proffitt Dupre, Should Students Have Constitutional
Rights? Keeping Order in the Public Schools, 65 GEO. WASH. L. REV. 49 (1996) (describing the
tension between two models of school power: social reproduction, where schools inculcate
students with society's traditions and values, and social reconstruction, where schools facilitate
student attempts to construct a new social order).
239 see WAYNE J. URBAN & JENNINGS L. WAGONER, JR., AMERICAN EDUCATION: A
HISTORY 69-71 (2d ed. 2000).
20 see, e.g., BENJAMIN FRANKLIN, PROPOSALS RELATING TO THE EDUCATION OF YOUTH
IN PENSILVANIA (1749) (discussing the importance of providing youth with a useful education
and setting forth proposals regarding what such an education should entail).
241 CALEB PERRY PATTERSON, THE CONSTITUTIONAL PRINCIPLES OF THOMAS JEFFERSON
174(1971).
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Like other education reformers such as Benjamin Rush and Noah
Webster, Jefferson saw public education as an essential ingredient in
solidifying and maintaining the fledgling democratic system.242
The founding generation's vision of education as central to the
development of democratic citizens has endured.243 Based on this
theory, state governments embraced the responsibility to educate their
citizens through compulsory education requirements244 and,
ultimately, provisions in their state constitutions.245 Although we
expect much of our public schools, it is commonly accepted that
educating for citizenship is a core function of public education.246 A
relatively recent Phi Delta Kappa/Gallop poll confirmed that over the
prior thirty-two years, Americans identified the number one purpose
of public schools as "preparing young people to become responsible
citizens."24 7 Like the founding generation, we continue to believe that
242 PETER S. ONUF, THE MIND OF THOMAS JEFFERSON 171 (2007).
243 See Curtis G. Bentley, Student Speech in Public Schools: A Comprehensive Analytical
Framework Based on the Role of Public Schools in Democratic Education, 2009 BYU EDUC. &
L.J. 1, 25 ("[Tlhe basic principle underlying [Jefferson's] advocacy of democratic education is
accepted by many: the need for a democratic society to instill in its citizens democratic values
and the basic skills necessary to exercise them.").
Indeed, the National Council for the Social Studies, see http://www.socialstudies
.org/about, bases its stated mission of teaching "the content knowledge, intellectual skills, and
civic values necessary for fulfilling the duties of citizenship in a participatory democracy," id.,
on the founding generation's view:
Thomas Jefferson and other founders of the republic emphasized that the vitality
of a democracy depends upon the education and participation of its citizens. The
need for an informed citizenry was the very impetus for the creation of free public
education in the United States. If the nation is to develop fully the readiness of its
citizenry to carry forward its democratic traditions, it must support progress toward
attainment of the vision of powerful social studies teaching and learning.
Nat'l Council for the Soc. Studies, A Vision of Powerful Teaching and Learning in the Social
Studies: Building Social Understanding and Civic Efficacy (May 2008), http://www.social
studies.org/positions/powerful [hereinafter A Vision of Powerful Learning].
2
"See VICTORIA J. DODD, PRACTICAL EDUCATION LAW FOR THE TWENTY-FIRST
CENTURY § 1:06, at 10-11 (2003).
245 See Allen W. Hubsch, Education and Self-Government: The Right to Education Under
State Constitutional Law, 18 J.L. & EDUC. 93, 97-98 (1989) ("State governments have
incorporated in the education articles of their constitutions that part of republican theory which
holds education essential to self-government and which recognizes government as the source of
the perpetuation of the attributes of citizenship." (footnote omitted)).
246 See, e.g., Betsy Levin, Essay, Educating Youth for Citizenship: The Conflict Between
Authority and Individual Rights in the Public School, 95 YALE L.J. 1647, 1648 (1986)
("Americans believe that education is central to the realization of a truly democratic and
egalitarian society. It is through education that the skills necessary to exercise the
responsibilities of citizenship and to benefit from the opportunities of a free economy will be
imparted, no matter how recently arrived or previously disadvantaged the individual."); Steven
D. Smith, Commentary, Educating for Liberalism, 42 U.C. DAVIS L. REV. 1039, 1041 (2009)
("It is commonplace that in this country, schools are supposed to prepare young people to live
and participate in a liberal democracy.").
247 BRUCE 0. BOSTON, AM. YOUTH POLICY FORUM, RESTORING THE BALANCE BETWEEN
ACADEMICS AND CIvic ENGAGEMENT IN PUBLIC SCHOOLS 15 (Sarah S. Pearson & Samuel
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without an educated citizenry, the "blessings of liberty" secured by
the Constitution may be lost.24 8
While there is widespread agreement that public schools have an
obligation to prepare students for participation in our democratic
system, there is a spirited debate over exactly what that preparation
should entail and how it should be delivered. The question whether
schools should inculcate civic values and mold students into some
commonly accepted version of a patriotic citizen, or instead foster
independent critical thinkers, poses a dilemma for both educators and
the courts.249 As one court aptly expressed it: "independence of
thought and frankness of expression occupy a high place on our scale
of values, or ought to, but so too do discipline, courtesy, and respect
for authority."250
At times the Supreme Court has appeared to champion the
inculcation of civic values and beliefs to be a primary function of
public schooling, as it did in Ambach v. Norwick,251 where it spoke
approvingly "of the public schools as inculcating fundamental values
necessary to the maintenance of a democratic political system .... 25 2
Halperin eds., 2005), available at http://www.aypf.org/publications/Restoring%20the%20
Balance%20Report.pdf.
24 8 See Kenneth W. Starr, From Fraser to Frederick: Bong Hits and the Decline of Civic
Culture, 42 U.C. DAVIS L. REV. 661, 665-66 (2009). Indeed, the Founders emphasized that:
[T]he vitality of a democracy depends upon the education and participation of its
citizens. The need for an informed citizenry was the very impetus for the creation of
free public education in the United States. If the nation is to develop fully the
readiness of its citizenry to carry forward its democratic traditions, it must support
progress toward attainment of the vision of powerful social studies teaching and
learning.
A Vision of Powerful Learning, supra note 243.
w9The inculcation theory views the teaching of "fundamental values" central to the
democratic order as a paramount role of public education. See Rosemary C. Salomone, Common
Schools, Uncommon Values: Listening to the Voices of Dissent, 14 YALE L. & POL'Y REV. 169,
184-85 (1996).
For a well-considered melding of approaches, see Suzanna Sherry, Responsible
Republicanism: Educating for Citizenship, 62 U. CHI. L. REV. 131 (1995).
250 Poling v. Murphy, 872 F.2d 757, 762 (6th Cir. 1989).
-1441 U.S. 68 (1979).
252 Id. at 77. The Court further explained:
The importance of public schools in the preparation of individuals for participation as
citizens, and in the preservation of the values on which our society rests, long has been
recognized by our decisions . ... Other authorities have perceived public schools as an
"assimilative force" by which diverse and conflicting elements in our society are brought
together on a broad but common ground. These perceptions of the public schools as
inculcating fundamental values necessary to the maintenance of a democratic political
system have been confirmed by the observations of social scientists.
Id. at 76-77 (citations omitted).
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Similarly, in Board of Education, Island Trees Union Free School
District No. 26 v. Pico,253 the Court found itself in "full agreement"
that local school boards have the discretion to design a curriculum
that "transmit[s] community values . . . [and] promote[sl respect for
authority and traditional values be they social, moral, or political."254
In the context of student speech, the Court echoed this idea of
inculcation in Bethel School District No. 403 v. Fraser,25 5 claiming
that in preparing students for citizenship, the public schools "must
inculcate the habits and manners of civility as values in themselves
conducive to happiness and as indispensable to the practice of
self-government in the community and the nation."256 At the same
time, however, Fraser appeared to endorse John Dewey's more
participatory conception of democratic education 2 57 when the Court
opined:
The process of educating our youth for citizenship in public
schools is not confined to books, the curriculum, and the
civics class; schools must teach by example the shared values
of a civilized social order. Consciously or otherwise,
teachers-and indeed the older students-demonstrate the
appropriate form of civil discourse and political expression
258by their conduct and deportment in and out of class.
Although a declared proponent of the inculcation approach to
instilling civic virtue in students, the Court has not always been
259
consistent on this point.
253457 U.S. 853 (1982).
254 Id. at 864.
255 478 U.S. 675 (1986).
256 Id. at 681 (quoting CHARLES A. BEARD & MARY R. BEARD, THE BEARDS' NEW BASIC
HISTORY OF THE UNITED STATES 228 (William Beard ed., rev. ed. 1968)) (internal quotation
marks omitted).
257 JOHN DEWEY & EVELYN DEWEY, SCHOOLS OF TOMORROW 304 (1915). John Dewey's
influential theory of democratic education rejected the traditional inculcation approach to
education as ultimately destructive to a democratic system:
If we train our children to take orders, to do things simply because they are told
to, and fail to give them confidence to act and think for themselves, we are putting an
almost insurmountable obstacle in the way of overcoming the present defects of our
system and of establishing the truth of democratic ideals.
Id.
258 Fraser, 478 U.S. at 683.
2 59 See Brent T. White, Ritual, Emotion, and Political Belief The Search for the
Constitutional Limit to Patriotic Education in Public Schools, 43 GA. L. REV. 447, 469 (2009)
("[T]he Court's rhetoric as to values inculcation in public schools has been inconsistent."); see
also Strossen, supra note 167, at 456 ("In short, the Court sends mixed signals about the
purpose of public education. It tells us that to educate is at once to inculcate and to liberate
young minds.").
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In its consistent commitment to educating for citizenship,
however, the Supreme Court has spoken often and eloquently about
the importance of not only protecting constitutional freedoms in
schools, but modeling those principles as well. In West Virginia State
Board of Education v. Barnette,6 the Court rejected a coercive
approach to instilling democratic values in young citizens as
ineffective.26 1 Insisting that schools are perfectly capable of fulfilling
their critical functions within the framework of the Constitution, the
Court embraced permitting students to experience these freedoms
firsthand as a means to better understanding of our constitutional
principles:
The Fourteenth Amendment, as now applied to the States,
protects the citizen against the State itself and all of its
creatures-Boards of Education not excepted. These have, of
course, important, delicate, and highly discretionary
functions, but none that they may not perform within the
limits of the Bill of Rights. That they are educating the young
for citizenship is reason for scrupulous protection of
Constitutional freedoms of the individual, if we are not to
strangle the free mind at its source and teach youth to
discount important principles of our government as mere
platitudes.262
Barnette endorsed the fostering of national unity "by persuasion and
example" rather than compulsion,263 and limited a school's power to
"invade[] the sphere of intellect and spirit which ... is the purpose of
the First Amendment." 264
This sentiment that the protection and modeling of constitutional
principles in schools is critical to the development of citizenship is a
recurring theme. In Shelton v. Tucker,265 the Court proclaimed, "[t]he
vigilant protection of constitutional freedoms is nowhere more vital
than in the community of American schools." 2 66 That pronouncement,
made in the context of a public school teacher's right of associational
260 319 U.S. 624 (1943).
261 Id. at 641 ("To believe that patriotism will not flourish if patriotic ceremonies are
voluntary and spontaneous instead of a compulsory routine is to make an unflattering estimate
of the appeal of our institutions to free minds.").262 Id. at 637.
263 Id. at 640.
260 Id. at 642.
265 364 U.S. 479 (1960).
266 Id. at 487 (invalidating an Arkansas statute that, as a condition of employment, required
teachers to disclose their membership in, and financial support of, any organization because
such disclosure deprived teachers of their right of associational freedom).
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267freedom, was repeated in both Keyishian v. Board of Regents,
which invalidated a law banning membership in the Communist Party
in the name of academic freedom, and again in Tinker v. Des Moines
Independent Community School District,268 which confirmed that
student speech merits some constitutional protection.
In particular, the Court has relied on this principle to champion, at
least rhetorically, student speech rights as a means to preparing young
Americans for citizenship. In Tinker, the Court reiterated its
Keyishian and Shelton precedent:
"The vigilant protection of constitutional freedoms is
nowhere more vital than in the community of American
schools." Shelton v. Tucker, [364 U.S. 479,] at 487. The
classroom is peculiarly the "marketplace of ideas." The
Nation's future depends upon leaders trained through wide
exposure to that robust exchange of ideas which discovers
truth "out of a multitude of tongues, [rather] than through any
kind of authoritative selection." 2 69
Tinker also recognized that the protection and modeling of free
expression in schools is bound to be messy. Students exercising this
"hazardous freedom" may cause trouble, fear, arguments and
disturbances. 270 This is a risk that the Constitution not only compels,
but this openness "is the basis of our national strength and of the
independence and vigor of Americans who grow up and live in this
relatively permissive, often disputatious, society." 27 1  In short,
exercising their freedom of speech as students, unruly though it may
be at times, prepares the next generation for the rigors of democratic
society.272
267 385 U.S. 589, 603 (1967).
268393 U.S. 503, 512 (1969).
269 Id. (alterations in original) (quoting Keyishian, 385 U.S. at 603).
210 Id. at 508.
271 Id. at 508-09. As the Court described:
But, in our system, undifferentiated fear or apprehension of disturbance is not
enough to overcome the right to freedom of expression. Any departure from absolute
regimentation may cause trouble. Any variation from the majority's opinion may
inspire fear. Any word spoken, in class, in the lunchroom, or on the campus, that
deviates from the views of another person may start an argument or cause a
disturbance. But our Constitution says we must take this risk; and our history says
that it is this sort of hazardous freedom-this kind of openness-that is the basis of
our national strength and of the independence and vigor of Americans who grow up
and live in this relatively permissive, often disputatious, society.
Id. (citation omitted).
272 Preparation for citizenship is, in fact, just one of several widely accepted rationales
underlying the freedom of speech protections of the First Amendment. See, e.g., GEOFFREY R.
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As the Supreme Court's inconsistent rhetoric illustrates, it may be
impossible to resolve the deep-seated philosophical disagreement
over an inculcatory approach versus a participatory approach to
preparing our students for citizenship. Nevertheless, schools have an
obligation to teach the knowledge and skills that will enable young
people to assume the responsibilities of citizenship in a democratic
state. Whatever that curriculum entails, certainly it includes an
understanding and appreciation for the rights and responsibilities
embodied in our founding documents, including the fundamental
rights embodied in the Constitution.27 3 Specifically related to student
speech, that obviously means teaching the parameters of the First
Amendment's freedom of speech protections, its limitations, and its
importance to our democratic system. In addition to an understanding
of the principles of free speech, students must also be taught the skills
to effectively utilize that "hazardous freedom."
There is, however, strong evidence that schools are failing to
convey these lessons, all of which are key to responding to and
controlling the phenomenon of cyberbullying and, perhaps even more
importantly, for the long-term health of our democracy. A recent
national study reveals that schools are falling woefully short in simply
including the First Amendment in the standard curriculum. The study
documented a disturbing ignorance about First Amendment
principles:
Nearly three-fourths of high school students either do not
know how they feel about the First Amendment or admit they
take it for granted. Seventy-five percent erroneously think
flag burning is illegal. Half believe the government can
censor the Internet. More than a third think the First
Amendment goes too far in the rights it guarantees. 2 74
The "alarmingly high levels of ignorance, lethargy, and agnosticism
toward the very rights that underlie the most basic tenets of American
democracy"275 among students suggest that schools are not fulfilling
STONE ET AL., CONSTITUTIONAL LAW 998-1003 (4th ed. 2001) (describing truth seeking,
self-govemance, and self-fulfillment as the three primary justifications for speech protections).
2 7 3 See Nat'1 Council for the Soc. Studies, Creating Effective Citizens (May 2001),
http://www.socialstudies.org/positions/effectivecitizens (describing the requirements of an
effective citizen as including "knowledge of our nation's founding documents, civic institutions,
and political processes").
274 Press Release, Knight Found., Survey Finds First Amendment is Being Left Behind in
U.S. High Schools (Jan. 31, 2005), available at http://www.knightfoundation.org.news/
pressjroom/knight press releases/detail.dot?id=1 36115.
275 KENNETH DAUTRICH, DAVID A. YAIOF & MARK HuGo L6PEZ, THE FUTURE OF THE
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their obligation to teach the substance and importance of free speech
rights. This lack of instruction in a key component of citizenship
unfortunately reflects a broader trend: the general erosion of civic
education in the schools.276 And yet, research suggests that, as a
student's primary political socialization vehicle, schools can have a
dramatic impact on a student's political outlook, including their
support for free expression and their particiation in the marketplace
of ideas as both consumers and contributors.
An understanding and appreciation of free speech rights is critical
to addressing the problem of cyberbullying because, without that
understanding, students have no concept of the limits and purpose of
free speech protection. Students who mistakenly believe that all
speech is protected not only make bad decisions about their
expression on the Internet and elsewhere, but are ill-equipped as
citizens to engage in the civil discourse that best serves our political
system. As Amy Gutmann aptly stated:
Although we need to be free to speak in order to constitute
ourselves as a decent democracy, we cannot possibly
constitute ourselves as a decent democracy if we say anything
we please without regard to the ways in which our speech
affects the basic interests of others in living a decent life. We
need to use our freedom of speech well in order to pursue
justice together. But using freedom of speech well demands
the self-constraint of citizens, speaking by their own best
lights, not constraint by guardians who tell citizens what
counts as true and false speech.278
Without specific instruction in the most basic precepts of free
expression, students are incapable of using their freedom of speech
effectively, let alone understanding the rationale and purpose of
protected speech and the need for self-constraint and civility. Such
crass disregard for "the ways in which our speech affects the basic
FIRST AMENDMENT: THE DIGITAL MEDIA, CivIc EDUCATION, AND FREE EXPRESSION RIGHTS IN
AMERICA'S HIGH SCHOOLS 1 (2008) (using the Knight study's "eye-opening" findings as a
springboard for reviewing the First Amendment in schools).
276 See BOSTON, supra note 247, at 8 ("Looking at our schools we find that many young
people are not learning the basic information about the government and citizenship, including
history that would support meaningful civic engagement.").
277 See DAUTRICH ET AL., supra note 275, at 25-42 (discussing the "political growth spurt"
that occurs during adolescence and the resulting unique position of schools to influence
adolescents' political outlook).
278 Amy Gutmann, What Is the Value of Free Speech for Students?, 29 ARIZ. ST. L.J. 519,
522 (1997).
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interests of others in living a decent life" means that, in the short
term, bullying behaviors will not abate, either through enlightened
self-control or the intervention of peers. In the long run, this distorted
view of free speech does not bode well for the future of the First
Amendment in enhancing and sustaining democratic governance. In
addition, "democratic values of tolerance, respect for individual and
group identities, and concern for the greater good are all
fundamentally important" 279 to democratic citizenship, and are key to
helping citizens "communicate with and learn from those who hold
different perspectives." 2 80 Those values and skills, key components of
democratic citizenship, are also the predicate to helping students
make better decisions about their speech, and thus, to controlling
cyberbullying.
On the other hand, students who mistakenly believe that very little
of their speech is protected undervalue the significance of free
expression rights and may never learn to use the right responsibly.
Instead of thinking for themselves, these students over-rely on school
authorities to judge whether or not their expressions are worthy of
281
protection. This, too, calls into question the future vitality of
freedom of speech.2 82
Not only are schools failing to inculcate students with the
substance and value of freedom of speech and the rules of civil
discourse, but there is very little in the way of modeling the
constitutional principles referenced by the Supreme Court and
endorsed by many commentators as particularly effective. As Betsy
Levin asserted, "[tihe way in which school administrators operate
schools may have a more powerful influence on students than the
lessons in their civics textbooks." 283 If actions do speak louder than
words, and are thus more instructive, the First Amendment is not only
being left behind in our public schools, it is being undermined and
perhaps deeply compromised by the implicit lessons schools deliver
through their failure to model responsible free speech rights.
Although "schools can themselves reflect democratic practice in the
service of advancing democratic sensibilities among students and the
279 Joseph Kahne & Joel Westheimer, Teaching Democracy: What Schools Need to Do,
PHI DELTA KAPPAN, Sept. 2003, at 34, 40.
2 Id.
ui See Gutmann, supra note 278, at 528 ("Teaching too much deference to authority is no
less troubling on constitutional democratic grounds than teaching too little.").
282 See DAUTRICH ET AL., supra note 275, at 1-2 (conjecturing that if today's high school
generation grows up undervaluing free expression rights, the government may be able to
encroach on and restrict expression, thus shrinking the marketplace of ideas).
3 Levin, supra note 246, at 1649.
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entire school community,"28 4 the current trend of student speech cases
provides little evidence that many schools take that approach.2 85
In addition to endorsing the notion that schools must educate for
citizenship, the Supreme Court is fond of saying that students do not
shed their constitutional rights at the schoolhouse gate.286 Students in
today's public schools understandably may view that sentiment as
more rhetoric than reality. A student's constitutional rights regarding
due process,287 search and seizure,288 and expression, for instance,
have been quite limited by the Supreme Court, primarily because of
28 Kahne & Westheimer, supra note 279, at 65.285 A notable exception is the First Amendment Schools project, which "is a national
school reform initiative designed to help schools teach and practice the civic principles and
virtues vital to democracy, freedom and the common good." First Amendment Schools, About
the Project: FAQs, www.firstamendmentschools.org/about/faqs.aspx (last visited Nov. 12,
2009). The project's guiding principles include modeling the democratic process and providing
students substantial opportunities to practice democracy. "By practicing democracy students
confront the challenges of self-government, including the difficult task of balancing a
commitment to individual rights with a concern for the common good." First Amendment
Schools, About the Project: Vision Statement, http://www.firstamendmentschools.org/about/
vision.aspx (last visited Nov. 12, 2009).
286 See, e.g., Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 506 (1969) ("It
can hardly be argued that either students or teachers shed their constitutional rights to freedom
of speech or expression at the schoolhouse gate."); see also New Jersey v. T.L.O., 469 U.S. 325,
336-37 (1985) (relying on Tinker to find that, while schools generally act in loco parentis, their
role as representatives of the State in this protective authority does not absolve the school
administrators of the command of the Fourth Amendment).
2 7See Goss v. Lopez, 419 U.S. 565, 581 (1975) (holding that students facing temporary
disciplinary suspension have protected procedural due process rights, but limiting that
protection to the rudimentary requirements of notice and a hearing). In practice, the procedural
due process requirement can be met in a matter of minutes while an administrator escorts the
offending student out the door. As the Court stated, "[tihere need be no delay between the time
'notice' is given and the time of the hearing. In the great majority of cases the disciplinarian
may informally discuss the alleged misconduct with the student minutes after it has occurred."
Id. at 582; see also Ingraham v. Wright, 430 U.S. 651, 674-76, 683 (1977) (denying students'
right to procedural due process before the imposition of corporal punishment on the ground that
Florida common law provides adequate protection).
288 See T.L0., 469 U.S. at 333 (holding that the protections of the Fourth Amendment
against unreasonable searches and seizures apply in public schools). The standard for what
constitutes "reasonable" in the context of a student search, however, was substantially reduced
by the Court in T.LO. with the abandonment of the traditional warrant and probable cause
requirements in favor a standard that merely requires that the search be reasonable under the
totality of the circumstances. See id. at 341.
In addition, the Court has gone on to invoke the special needs of the school environment
and the reduced expectation of privacy of students to abandon the individualized suspicion
requirement as well. See Vemonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 653, 657 (1995). As a
result, students are routinely subjected to all kinds of random suspicionless searches, including
their lockers and backpacks. See Matthew Lynch, Note, Mere Platitudes: The "Domino Effect"
of School-Search Cases on the Fourth Amendment Rights of Every American, 91 IOWA L. REV.
781, 796-97 (2006) ("In short, the world of today's high school student is beset with
'reasonable' invasions of privacy that often bring real dangers of criminal prosecution. In any
given school district on any given day, a student may be subject to a blanket search upon entry
to the school, a lockdown while drug-detecting dogs roam the classrooms and school grounds,
and invasive searches by school officials or school police officers based on slight hints of
individualized suspicion." (footnotes omitted)).
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the "special characteristics of the school environment."289 As Erwin
Chemerinsky has observed, "[t]here simply are hardly any Supreme
Court cases in the past thirty years protecting students' constitutional
rights." 2 90  Students are attuned to the do-as-I-say-not-as-I-do
message, which may account in part for their disappointing attitudes
regarding free speech.
Although modeling of constitutional principles and giving students
ample opportunity to "practice" their free speech rights may be
difficult for schools, there is evidence that "high school students are
especially likely to be socialized in ways that promote democracy and
celebrate the rights and liberties of all Americans if they engage in an
activity that serves as a manifestation of those rights in practice. 291In
fact, it may be that "[s]chools cannot teach the importance of the First
Amendment and simultaneously not follow it."2 9 2 Of course, to be
effective in providing these first-hand democratic experiences through
both modeling and practice, schools need not give up all control to the
students.293 That "a child .. . is not possessed of that full capacity for
individual choice which is the presupposition of First Amendment
guarantees,"294 as Justice Stewart put it in Tinker, is reason enough for
schools to ensure that any participatory experiences are guided by
educators. Teenagers are notorious for making bad decisions, and
research now suggests that their poor judgment may be a function of
adolescent brain development.295 Certainly this poor judgment is on
display in most cyberbullying situations and further counsels schools
to affirmatively teach not only the substance of freedom of speech,
but also the skills necessary to exercise the right responsibly. One
scholar has cogently described the process in this way:
289 Tinker, 393 U.S. at 506; see also Morse v. Frederick, 127 S. Ct. 2618 (2007) (upholding
a principal's authority to confiscate a student's banner that possibly promoted drug use, even
though displayed at an off-campus, school-sponsored event); Hazelwood Sch. Dist. v.
Kuhlmeier, 484 U.S. 260, 266 (1988) (upholding a high school principal's authority to excise
two pages of a journalism class publication, as it did not qualify as a "public forum"); T.L.O.,
469 U.S. at 341-43 (finding that a search of a student does not require probable cause, but
instead only needs to be reasonable).
2Erwin Chemerinsky, Students Do Leave Their First Amendment Rights at the
Schoolhouse Gates: What's Left of Tinker?, 48 DRAKE L. REv. 527, 529 (2000).
291 See DAUTRICH ET AL., supra note 275, at 117.
29 2 Chemerinsky, supra note 290, at 545.
293 See AMY GUTMANN, DEMOCRATIC EDUCATION 88-94 (1987).
294 Tinker, 393 U.S. at 515 (Stewart, J., concurring) (quoting Ginsberg v. New York, 390
U.S. 629,649-50 (1968)).
29 5 See Maureen Downey, Editorial, Teen Drivers Require Tougher Laws, ATLANTA
J.-CONST., Jan. 8, 2007, at A14 ("New research is finding clues to teens' bizarre behaviors;
science is discovering that adolescent brains may be slower to develop to maturity than has been
assumed and that some of their poor judgment and risk-taking may reflect that longer
maturation process. The research suggests misconnections between regions of the brain; those
misconnections undermine such higher-order functions as self-control.").
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We might productively view adolescence as the learning
years, a time when young people should be heard as well as
seen, for these are years of expanding horizons. By seeing the
consequences of writing or speaking their minds, they will
learn from experience in what is usually a low risk way. As
children grow, they must develop the capacity to make
decisions by making some. Learning of that kind requires
customized mixes of autonomy and restraint, fashioned and
guided toward the end of maximizing personal maturation
and skill development. The process of guiding children
through this stage is essentially a teaching process.296
A recent assessment of civic education in schools concluded that,
"[s]adly, too few students know what they need to know, and they are
not acquiring the first-hand experience needed to undertake a life of
active citizenship."2 97 But it is not just a life of active citizenship that
is enabled by instruction in First Amendment freedoms and the
concurrent skills necessary to use those freedoms responsibly.
Instruction, as an alternative approach to heavy-handed discipline or
limitations on student speech of questionable constitutionality, also
will address the cyberbullying concerns.
Of course, one worry is that if schools fail to discipline odious
student Internet speech, the message students receive is tacit approval
of inappropriate bullying behavior.2 98 One commentator frets that
"[u]ltimately, inaction has the potential to undermine the school's
educational mission and its role in 'inculcat[ing] the habits and
manners of civility as values in [students] conducive to happiness and
as indispensable to the practice of self-government in the community
and the nation."' 29 9 On the contrary, schools will embrace the
teachable moment and actively teach, and model, the habits and
manners of civility through comprehensive instruction on free speech
rights and responsibilities, including: legal limits on speech,
predictive empathy skills, ethical decision making and conflict
resolution skills, Internet privacy protection, the negative
consequences of online retaliation, and specific guidelines on how to
prevent and stop cyberbullying.
296Bruce C. Hafen, Developing Student Expression Through Institutional Authority:
Public Schools as Mediating Structures, 48 OHIO ST. L.J. 663, 696 (1987) (footnotes omitted).
297 BOSTON, supra note 247, at 7 (arguing that students not only need to acquire core
knowledge, but also need opportunities to become civically engaged).
298 See Cronan, supra note 143, at 171.
2991d. at 171-72 (emphasis added) (alteration in original) (quoting Bethel Sch. Dist. No.
403 v. Fraser, 478 U.S. 675, 681 (1986)).
3mSee WILLARD, supra note 49, at 13.
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CONCLUSION
Legal scholars have called on the Supreme Court to resolve the
jurisdictional question of a school's authority to discipline a student's
off-campus Internet speech.3 0 1 That would be welcome guidance for
educators and students alike. But in the meantime, schools need not
wait for that clarification to both effectively address the cyberbullying
crisis and "secure the blessings of liberty." "[Plublic education does
not serve a public. It creates a public." 302 What kind of public are we
creating when our schools choose reactionary harsh discipline in the
face of objectionable student off-campus speech, rather than
thoughtful instruction on the rights and responsibilities of free speech,
a key component of democracy? In the context of student online and
digital communication, schools can fulfill their core mission of both
inculcating an understanding and appreciation for the First
Amendment free speech rights that are fundamental to our democratic
system, and teaching responsible, appropriate use of technology and
communication. Schools must embrace the teachable moment to stop
cyberbullying and safeguard a vigorous First Amendment for the
future.
301 See Clay Calvert, Punishing Public School Students for Bashing Principals, Teachers
and Classmates in Cyberspace: The Speech Issue the Supreme Court Must Now Resolve, 7
FIRST AMEND. L. REv. 210, 218 (2009) (noting school administrators' confusion regarding their
legal standing in regulating student speech online).
3 NEIL POSTMAN, THE END OF EDUCATION: REDEFINING THE VALUE OF SCHOOL 18
(1996).
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